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Abstract
This quantitative causal-comparative study examined the differences between security metrics
and decision-making in companies. The importance of cyber security, particularly at the time of
this writing, goes without saying and requires little evidence against the contrary. Companies
across the globe, regardless of industry, experience multiple challenges regarding the capture,
tracking, reporting, and decision-making from security metrics. Risk management alone is a
burden shared by most companies and continues to morph, vary, and adapt to ever-changing
technological landscapes and threats. Visibility becomes essential when identifying security-
related risks. Comprehension of risk exposure, likelihood, and impact is equally essential for
leaders to understand not only what they face but how to mitigate it. Without mechanisms to
capture relevant data, analyze it, and report it in a meaningful outcome, leaders cannot possibly
make necessary decisions regarding the overall information security scope and threats facing it.
Numerous challenges and gaps exist regarding what and how security metrics can be obtained,
much less used. Further research can expand upon this study to explain why the challenges and

gaps exist in the first place.
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Chapter One
Introduction
Overview

Cybersecurity-related threats continue to plague organizations globally (Kruse et al.,
2016). To better understand how to combat the threats, organizations require some kind of
visibility or intel on what is targeting them and how it is being done. Organizations, too, need
visibility on how to prevent them before they occur and how to contain and eradicate them once
they have occurred. This type of intel comes in the form of security metrics (Green & Gupta,
2017). Metrics can be captured and reported in various forms, but the tool used to capture and
report them and the overall approach must be relevant (Freund, 2018).

The need for security metrics goes notwithstanding, but there are challenges in what is
being asked for and what, if anything, is being produced. One such disconnect involves senior
leadership in a company, including Boards of Directors, struggling to understand what metrics
reports they are asking for and how to interpret the results if and when they receive them (Jouini
et al., 2021). Essentially, senior leaders in companies know why they are asking for metrics
results, but they don’t understand the results (Jouini et al., 2021).

There may be contributors to the disconnects. Security professionals struggle to gather
and report metrics that are relevant to a company’s leaders (Jouini et al., 2021). The complexity
of technology, its size, and constantly emerging technologies contribute to the challenges
security professionals face in metrics gathering and reporting (Radack, 2010). The rate of
cybercrime activity exceeds security professionals' response time, including reporting response

time (Nifakos et al., 2021).
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Gaps in the existing research led to this study. Existing research focused on the effects of
not understanding security-related reports and analysis results and the need for senior leadership
buy-in and support for security programs and overall awareness. Still, research also did not focus
on why the disparity exists in the first place, suggesting further research is necessary. This
research study aimed to find quantitative differences between the types of metrics being gathered
and reported and how they affect senior leadership in companies---are decisions being made or
not made? What kinds of decisions are being made? Are there consequences? This research also
aimed to identify challenges related to metrics gathering and reporting and why the challenges
exist.

There may be differences between the actual sources/tools. Still, research of metrics
gathering and/or reporting must be relevant to cybercrime reporting and the quality of the results
being produced---in other words, the sources may be at fault for the lack of quality and relevance
to leaders. There may be differences between what is being asked for by senior leadership in
companies and what metrics are actually being provided; security professionals providing the
metrics may not understand what is being asked for or may not be able to provide what is being
asked for. There may be differences between senior leadership and an overall understanding of
the cybersecurity landscape within the company, leading to unrealistic metrics requests.
Background and Problem Statement

Leaders may not be able to make the decisions necessary to prevent cybersecurity-related
attacks or mitigate cyber-related risks to a company (Vuggumudi & Wang, 2020). Leaders
require necessary information to make informed decisions for a company (Lennon, 2003). If the
information is not available, leaders may not be able to solve a problem, much less be aware

there is a problem at all in the first place (Ferens, 2021). Having and understanding key security
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metrics can help leaders be aware of their company’s cyber security posture (Green & Gupta,
2017). Without measured and informed awareness, companies are at risk of cyber security
threats (Idowu, 2019).

Little research exists on security metrics, their effectiveness, and their differences
regarding company decision-making. Existing research does identify challenges in gathering and
reporting security metrics, while leaders struggle to understand what they are seeing once the
results are reported to them (Jouini et al., 2021). Many senior executives and even Chief
Information Officers struggle to recognize the importance or value of the results from their
security program measurements (Kelvin, 1891), regardless of the results or where and how they
were produced (Renaud et al., 2019).

Purpose of the Study

The purpose of this quantitative causal-comparative study was to understand how
security metrics---or the lack of them ---impact decisions made by company leaders. This study
used the analysis of previous literature research and statistical analysis of data gathered through a
twenty-question online Likert scale-based survey. Results helped determine if differences exist
between the adoption and maturation of security metrics and decision-making within a company.
Using decision theory and stakeholder theory, the results examined the significance of
differences between having or not having metrics reporting capabilities, their effectiveness, and
how both do or do not influence leaders.

Significance of the Study

The rationale behind this study focused specifically on results where previous research

concluded regarding security metrics and organizations. Results from this study contributed to

previous research results and helped identify the differences between the importance of having
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security metrics, what metrics matter to company leaders, and where disconnects between the
two may exist. Security professionals will be able to see what does and does not matter regarding
the metrics they may or may not be gathering and providing to senior leadership. On the other
hand, leaders will be able to understand better the limitations and disconnects that exist with
what metrics they are asking for or not asking for.
Research Questions

This study focused on adoption of security metrics (whether or not a company had them
in place) and maturation of security metrics (if they had them, were they being used?) regarding
decision-making for a company. To begin, specific research questions were asked:

RQL. Is there a statistically significant difference between having and not having security

metrics in security decision-making for a company (Adoption)?
RQ2. Is there a statistically significant difference between using and not using security
metrics in security decision-making for a company (Maturation)?

Hypotheses

In order to determine if differences exist between having and using security metrics and
decision-making for a company, the following two null and two alternative hypotheses were
tested:

Hol. There is no statistically significant difference between having and not having

security metrics in security decision-making for a company.
Hal. There is a statistically significant difference between having and not having security
metrics in security decision-making for a company.
Ho2. There is no statistically significant difference between using and not using security

metrics in security decision-making for a company.
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Ha2. There is a statistically significant difference between using and not using security
metrics in security decision-making for a company.
Theoretical Framework

A theoretical framework is an essential foundation for the research process as a whole,
providing the how behind the structure, reason/purpose for the study, problem statement, the
research questions and how they support the hypotheses, literature review, procedures and
methodology, and the research findings' statistical analysis and results (Grant & Osanloo, 2014).
Investigating a research topic can lead to multiple perspectives, depending on which framework
is employed (Lynch et al., 2020). Two theoretical frameworks were used to support this work:
decision theory and stakeholder theory.

Decision theory is split into two components: normative decision theory, or what should
be, and descriptive decision theory, or what is (Fenz & Neubauer, 2018). Decision theory was
chosen for this study because of the research’s emphasis on decision-makers (leaders) and
decisions made by those decision-makers in a company. Stakeholder theory involves how
decisions or the lack of decisiveness can encompass stakeholders at varying levels within an
organization (Fenz & Neubauer, 2018). The fact leaders are, too, stakeholders in the companies
they represent and, as a result, directly impact the results of the decisions they have made or have
not made is why stakeholder theory was chosen.

Decision Theory

Decision-making, generally speaking, is used in multiple areas of theoretical and
educational study (Walton et al., 2020). Decision theory involves the study of choice (Elliott,
2019). In the theoretical framework of decision theory, two components capture the difference

between what decisions should be made (normative) and what decisions have been made



EVALUATING THE IMPACT OF METRIC-BASED SECURITY 15

(descriptive) (Gupta et al., 2015). Where normative decision theory focuses on how decisions
should be made, descriptive decision theory focuses on how decisions are made (Babiarz, 2018).
Normative decision theory is aspirational in nature, and descriptive decision theory is actual in
nature (Babiarz, 2018). Descriptive decision theory focuses on participants’ behavior and choices
that determine their actionable outcomes, even if predictable (Buchak, 2016). How participants
make decisions, regardless of whether they are rational, is at the core of descriptive decision
theory (Walton et al., 2020).

The cybersecurity discipline, particularly regarding decision-making, can have significant
consequences. There can be a divide or a balance between making and not making a decision
with the information supplied. However, without information (data), a problem (or a risk) can
remain with a company until an informative decision can be made. Although companies tend to
focus on the financial impacts of risk through risk management, they tend not to utilize data from
returns on investment (ROI’s) and rely on the knowledge and experience of their managers and
subject-matter experts (Zhang et al., 2021).

The following figures illustrate essential decision-making when information is provided.
Figure One revealed that, given choices, a decision can be made should all data be provided, not
considering whether the decision is correct or incorrect or if the information provided is correct
or incorrect. Figure Two revealed that, given choices, a decision can be made even with
partially-provided details that may or may not affect the decision itself. Figure Three revealed

that, given choices, a decision cannot be made with partially-provided information.
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Figure 1

Illustration of Decision-making with Information Provided
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Figure 2

Illustration of Decision-making with Partial Information Provided
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Figure 3

Illustration of Non-decision-making with Partial Information Provided

Choice A Information
L
Decision Maker Choice B Information
Choice C

This study focused specifically on descriptive decision theory, which focuses on how
decisions are actually being made, including influencers such as bias, heuristics, and uncertainty
(G Cunha et al., 2016). What are the differences between having and using security metrics by
company stakeholders (leaders)? Are decisions being made with provided metrics? Are decisions
being made without provided metrics? Are decisions being made if metrics are efficient? Are
decisions being made if metrics are inefficient?

Stakeholder Theory

Stakeholder theory comprises the stakeholder system, organization, management, and
interests within organizations (Barakat & Wada, 2021). The theory acknowledges that the world
is complex. It also suggests that successful businesses create a sense of value (not just finance-
based) for all interested parties (Freeman et al., 2018). Stakeholders can suffer from information
overload, resulting in a deficiency in knowledge concerning various decisions or proposed
solutions (Jimenez et al., 2021). Stakeholders require cooperation, communication, and a sense

of custodianship when there is a time to act (Miedema, 2018). For an Information Security
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Management (ISM) program to be successful, it should have effective and consistent
communication: top-down (leaders to workers), bottom-up (workers to leaders), and side-to-side
(peers) (Prislan et al., 2020).

Regarding the cyber security sector, stakeholders are either concerned with (descriptive
decision theory) or should be concerned with (normative decision theory) the visibility and

analysis of a company’s overall posture regarding topics such as:

client and employee data protection measures;

testing of said measures;

creation of and testing security policies;

risk identification (Samonas et al., 2020)

Stakeholders can be users who are also data owners, council members, regulation
representatives, executive officers, and other positions in management or a Board of Directors
(Kwaa-Aidoo & Agbeko, 2018). For the sake of this study, a stakeholder was considered to be
anyone with interest in a company and would be, typically, a part of management and non-
management, and not necessarily someone solely with financial interest (as in a shareholder or
investor, for example).

This study primarily focused on the parallel connection between decision theory and
stakeholder theory, associating leadership with informed decision-making. Where decision
theory helped frame the context of data-driven decision-making, stakeholder theory helped frame
the impact of decisions being made using that data by leaders. The lack of information (metrics
results) may or may not show differences between the providing of information---or the

effectiveness of that information once provided---regarding stakeholder decision-making.
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Limitations of the Study

This research study focused on the cyber security (information security) population,
regardless of location, since the principles are uniform across a standard technology. The polling
of cyber/information security professionals produced many results, equating to a large population
to sample from. Despite the resource availability, the following limitations were considered
when understanding the research study’s results:

1. The survey was limited to cyber/information security leaders to better narrow the
scope of security professionals in their companies. There was the possibility of
leadership bias by excluding non-leadership sample groups from the survey. There
was the possibility of participant discouragement---a reluctance to answer any or all
questions honestly for concern of potential backlash, despite the assurance of the
survey being anonymous.

2. The nature of surveys is that they are self-reported and can have skewed responses that
do not account for respondents’ negative views/predispositions toward the company or
toward surveys (Kountur, 2016). In other words, if the respondents have a negative
disposition toward the company they are working for or toward taking surveys, they
may be more inclined to answer negatively.

3. The survey questions attempted to describe the subject matter as directly and
succinctly as possible. There was the potential for misinterpretation on the
participant’s behalf, resulting in skewed answers.

4. Participation in the survey could have been limited in number.

Assumptions

This study was done under the following assumptions:
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1. All respondents in the survey represented the sample of the population
(cyber/information security professionals/leaders).
2. All respondents to the survey answered honestly and accurately with a clear
understanding of each question.
3. All respondents understood their answers were confidential and anonymous.
4. Each respondent participated in the survey only one time (no duplicated responses to
intentionally or unintentionally alter the results, in other words).
5. Two primary groups would emerge, including those who have/have not adopted
security measures and those who have/have not mature security measures.
6. Not having security measures in place affects leadership decision-making to the
negative (equating to a risk increase).
7. Having security measures in place affects leadership decision-making to the positive
(equating to a risk decrease).
Definitions
The use of jargon in information technology allows professionals to communicate with
one another more efficiently and effectively, but it can also present obstacles and confusion for
non-technical audiences. To minimize potential confusion, especially regarding the notorious
jargon-laden industry of information technology (Lawrimore, 2013), this study included
definitions of terms common to information technology and cyber security, in particular.
Each of the terms appeared more prominently in Chapter Two.
Adoption: The act of taking on a new concept, program, process, technology, or overall approach

regarding information security (Hameed & Arachchilage, 2021).
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Analytics: discovery, interpretation, and communication analysis using data to help derive
meaningful results that help drive business decisions (Hartzel & Ozturk, 2022).

Artificial Intelligence: systematic human intelligence emulation that helps automate and improve
adaptive data information collection and analysis (Li et al., 2022).

Automation: in terms of technology, the method of automating processing and other applicable
functions with little-to-no human intervention (Tschang & Almirall, 2021).

Big Data: data that consists of large, fast-moving, growing volumes that often require additional
processing support, storage, and computational requirements (Sui & Zhao, 2022).

Board of Directors: a group of leaders assembled to oversee high-level, top-down business needs
for an organization (Brennan, 2022).

C-suite: a group of executive-level leaders in an organization that commonly consists of the CEO
(Chief Information Officer), COO (Chief Operations Officer), CTO (Chief Technology Officer),
CFO (Chief Financial Officer), Chief Council/Legal Officer, and CISO (Chief Information
Security Officer) or CIO (Chief Information Officer) (Jenkins & Lee, 2022).

Cloud Security: a group of security tools, configurations, and best practices used to protect
cloud-based ecosystems, applications, and data (Kumari & Singh, 2021).

Container Security: a group of security tools, configurations, and best practices used to protect
containerized services, applications, and data (Alyas et al., 2022).

Controls: in terms of information security controls, measures used to protect the information CIA
(confidentiality, integrity, and availability) (NIST, 2022).

Cyber Security (or cybersecurity): The process of protecting information by preventing,

detecting, and responding to attacks (NIST.gov, 2021).
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Exploit: regarding security, malicious software written to take advantage of security
vulnerabilities in other software or firmware (Thomchick & Nicolas-Rocca, 2018).

Governance: also known as information governance or data governance, it is a methodology and
role within organizations to manage/mitigate risks to information/data (Mikalefa et al., 2020).
Hitrust: Health Information Trust Alliance. Hitrust uses a framework to help organizations build
and manage a series of best practices, measurements, and best practices to better safeguard data
and risks (Cabrera, 2017).

Information Security: The protection of information and systems from unauthorized access, use,
disclosure, disruption, modification, or destruction to provide confidentiality, integrity, and
availability (NIST.gov, 2021). It is also the design, adoption, and implementation of
technological measures to mitigate security risks to a business (Lebek et al., 2014).

Internet of Things: 10T. 10T refers to devices that connect over a network to the internet (Baz,
2022). Examples can include digital video recorders, badge scanners, switches, routers, firewalls,
and home appliances, among many other devices.

ISO: International Organization for Standardization. An organization that developed a series of
quality standards for products, services, and technologies (Prabowo, 2022).

ITSM: Information Technology Service Management. The methodology of IT team service
support that spans planning and design to delivery (BerihunBiyadgilign & TeferiLemma, 2021).
KPI (Key Performance Indicator): Leaders use an instrument of measurement to understand if
they are on or off a targeted goal or set of goals (Marr, 2012).

KRI (Key Risk Indicator): A measurable metric that tracks risks to an organization (Davies et al.,

2006).
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Maturity (or Maturation): The level of advancement of tools, processes, professional
development/skillsets of personnel, and the overall evolution of a security program (You et al.,
2018).

Metrics: Quantifiable measurements focusing on actions and results (Ohlhausen & McGarvey,
2018).

MITRE: a national security advisory service and information security framework. MITRE
utilizes the ATT&CK Matrix to help threat model and risk assess a company’s overall security
threat landscape and defense posture (Xiong et al., 2022).

Risk: in terms of information security risk, the after-effects of a fulfilled threat against the
confidentiality, integrity, and/or availability of information/technology (Ighomereho &
Sajuyigbe, 2022).

Risk Assessment: a valuation that helps a company identify risks to technology, processes, and
controls against security threats (Akhmetov et al., 2022).

Risk Management: a methodology to help organizations identify, manage and improve the
overall posture against security threats and their effects through assessment and mitigation
(Yang, 2022).

Security Assessment: testing and evaluating information system requirements and security
controls (NIST, 2022).

Security Measurement: processes and controls used to prevent unauthorized access to
information systems and data (Singh & Margam, 2018).

Security Metrics: Also known as/used interchangeably with security tools. Quantifiable
measurements of the actions and results of actions taken to identify and mitigate security-related

risks to an organization (Ohlhausen & McGarvey, 2018).
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Security Tools: Also known as/used interchangeably with security metrics. Any mechanism,
methodology, or application used to measure, prevent, remediate, mitigate, and otherwise help
identify security-related risks to an organization (Mihaela-Sorina et al., 2020).
Summary

This research study explored and analyzed the types of metrics being asked for, their
effectiveness (communicative ease, timeliness, and relevance), and differences between metrics
and business decisions made by company leaders. The theoretical frameworks help support the
theories of decision-making by company leaders (stakeholders) and why information (be it
effective, ineffective, or absent) is necessary, specific to cyber security. The second chapter
focused on a review of published articles: (a) how security metrics are defined; (b) why they
matter; (c) what metrics drivers exist; (d) what challenges exist with metrics data collection,
analysis, reporting, leadership buy-in, quality of results, and other contributors. The third chapter
focused on the research methodology regarding the survey mechanism, samplings, and statistical
results. The remaining two chapters focused on the analysis and interpreted results of the entire

research study.
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Chapter Two
Review of Literature
Introduction

Most security tools and resources lack the mechanism of metrics reporting that is being
asked for by a company's leaders today and can affect a company's decisions to the positive or
the negative as a result. Most consumers of security metrics (measured results) either do not
understand them or do not know what to ask for in the first place. The purpose of this study was
to identify security metrics capturing and reporting mechanisms and their impact on a company--
-how the results (or the lack of results where none exist) affect the decisions made by a
company's leadership. How do they affect Key Performance Indicators (KPI’s), Key Risk
Indicators (KRI’s), and other metrics-based results and decisions made?

This chapter presented the study of research articles, including gaps within the research,
that help frame what security metrics are, why they matter, and what problems were presented
regarding their data gathering and reporting and their effects on a company. Additional context
of the literature also surrounded the pressures companies are placed under by various entities
(compliance and regulatory bodies, existing and prospective customers, third party researchers,
and financial investors) to produce meaningful reports that reflect the overall risk and risk
appetite. Other meaningful reports might include cyber security posture and mitigating steps to
be taken---based on metrics results---to help bolster a company’s cyber security resilience and
marketability (e.g., no known damage to brand or reputation due to a significant cyber security
incident because a company has measurable controls in place).

The literature review searched for specific keywords across peer-reviewed published

research articles. Research sources included ScienceDirect (Elsevier), EBSCO, Grover M.
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Hermann Library (University of the Cumberlands), ExLibris (ProQuest), ERIC, NIST,
Department of Defense, and Google Scholar. Keywords included security metrics, key
performance indicators, key risk indicators, cyber security, information security, metrics,
indicators, risks, goals, SMART goals, MITRE, Hitrust, ISO, frameworks, security framework,
10T, internet of things, risk management, cloud security, container security, risk assessment,
security assessment, board of directors, risk council, vulnerabilities, exploits, analytics, learning
metrics, automation, artificial intelligence, big data, data automation, ITSM, security
measurement, and security metrics challenges.

Chapter Two was organized into two main sections and a summary, the first being
Security Metrics Defined. Sub-sections included: (a) Metrics and Security Metrics; (b) Why
Security Metrics Matter; (c) Data-driven Results and Performance Metrics; (d) Cyber Security
Frameworks; (e) Cyber Security Risk, Models, and Measurements. The first main section and
sub-section research results explained what a metric is, how it pertains to cyber security, and
why and how metrics are used to inform the consumers of the results. The second main section,
Current State: The Challenges, included the following sub-sections: (a) Data Collection; (b)
Reporting Sources and Analysis; (c) Approach and Buy-in; (d) Consistency, Availability, and
Complexity; (e) Cost and Utilization; (f) Meaningful Results. The second section and sub-section
research addressed the specific challenges organizations and security professionals face when
gathering and producing metrics. The summary sought to close on both main section contents.

Database searches for “security metrics” resulted in over 1,700 results. Expanding search
terms to include “security measurement” increased the results to over 2,000. Combining the
previously-mentioned search terms helped produce more tie-ins to the topic, accounting for the

broad range of security metrics. Ultimately, the research results helped reveal several underlying
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and consistent themes regarding purpose and challenge with equally-consistent research
challenges authors faced. Cybersecurity covers a broad spectrum, and the measurements that
accompany it have stretched across several decades, but the general timeframe was between
2014 and 2021. Some concepts referenced were somewhat dated chronologically but were still
relevant to today’s research findings and were pointed out for that very reason.
Security Metrics Defined

In order to understand what security metrics are, it was important to defne what they are.
What are metrics, and how do they relate to security-specific metrics? Why do security metrics
matter? What are the related data and performance-driven metrics? What are cyber security
frameworks, and how do they relate to security metrics? How are security metrics measured?
Metrics and Security Metrics

The term metric can have several meanings depending upon the entity using it. Some
companies create internal definitions and alternate names that help tailor their programs to their
business goals. Management success factors, key performance indicators, key risk indicators, and
other terms are often used in the everyday vernacular, if not interchangeably, to help a
company’s stakeholders align with goals, identify gaps in controls, aid in process improvement,
manage risks, calculate return investment, among a host of other benefits. There can be a danger
in digesting too much information (aka analysis paralysis) without gleaning meaningful results
from it (Blass & Piccolo, 2019).

Metrics can reveal the overall effectiveness of a given program and how the program’s
results relate to stakeholders. Often, the term measurement is used interchangeably with the term
metric. However, a measurement provides the calculated numerical result for a metric---it feeds

into the metric and is not the metric itself. A metric, therefore, is composed of two or more
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measurements that help quantify what is being analyzed and monitored. Ultimately, a security
metric is a quantifiable method of measurement to help organizations better understand business
continuity while assisting them in minimizing (or mitigating) business disruption by
cybersecurity-related threats and incidents (Cheng et al., 2014).

In terms of security metrics, the previous concepts are narrowed in focus and made
specific to an entity’s security program, typically. What drives a business in terms of measuring
its security posture? How can a company make effective business decisions regarding its security
investments? How can a company prove its security effectiveness to stakeholders, auditors,
prospective clients, or regulatory investigators without the means to capture, analyze, and
produce reportable results? How can a company show continuous improvement---where it was,
where it is, and where it will be? The answer is metrics.

Metrics are an essential business driver in behavior and decision-making (Ohlhausen &
McGarvey, 2018). Using psychological-based measurement principles (aka psychometrics),
metrics can help business leaders make coherent and strategic, data-driven decisions that can aid
in growing the organization, improving the policymaking process, and aid in program
improvement (Ohlhausen & McGarvey, 2018). A key ingredient in using metrics involves
mathematical measurements of the subjects being researched, using problem-solving scenarios,
building, modeling, and actual, real-world events and issues, calculating their results (Lundin,
2007).

Due to the potential generalization of the use of metrics (e.g., it is a broad term that
covers a near-limitless range of subjects), there is a need to have disciplined approaches to help
parameterize their application, be it for data gathering, reporting, or decision-making. One

example would be the sequential, four-stage Plan Do Check Act (or PDCA) method. PDCA



EVALUATING THE IMPACT OF METRIC-BASED SECURITY 29

allows for participants to plan, execute, test, and process a subject, with its measured results
being produced as metrics (Gu et al., 2021). PDCA can be found in project management,
strategic planning and operations, and cyber security. Another example of a disciplined metrics
approach would be the SMART method. Although published in 1981, author George Doran
(2981) introduced the SMART acronym in his article There’s a SMART Way to Write
Management Goals and Objectives that has continued to be used to establish metrics with the
SMART acronym standing for:

e specific;

e measurable;

e achievable/actionable;

e repeatable.

One such example of a metric in cyber security would be the CVSS (common
vulnerability scoring system) score used in vulnerability management. Security tools that scan a
network and its assets, either internally or externally, often cite the results along with CVSS
scores to help security analysts determine the severity of vulnerability found. Open-source and
on a 10-point scoring scale, the CVSS metric helps security analysts compare low, medium, and
high-severity vulnerabilities, allowing for expedient response where needed (Davlatov &
Kuchinsky, 2020).

Cyber security involves researching and identifying risks, especially for reporting to
stakeholders (such as a board of directors). Risk is another example security metric. Identifying,
analyzing, and prioritizing risks (and their results) help business leaders form mitigatory plans
(Zografopoulous et al., 2021). One such plan can include an Information Security Awareness

plan (or ISA). An ISA can consist of knowledge-based and behavior-based metrics that, working
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in minimizing, can help security analysts determine the levels of ISA effectiveness for
employees (Fertig et al., 2020). Another cyber security metric, or series of metrics, can be found
in threat modeling. Threat modeling is the methodological approach toward identifying and
measuring potential vulnerabilities before they become actual threats (Zografopoulous et al.,
2021).

Why Security Metrics Matter

It is not just the need to consume and regurgitate data by simply calling the calculated
results metrics; there is importance in understanding and acting on metrics. In his 1891 article,
Popular Lectures and Addresses: Constitution of Matter, British mathematician William
Thomson Baron Kelvin addressed the importance of numbers and stressed the importance of
adopting measuring numbers to gain knowledge about what they truly represent (Kelvin, 1891).
Given the complex nature of cyber security, metrics can matter to a critical degree. Security
metrics guide the measurements and evaluations of systems, help provide quantifiable
approaches toward decision-making, and hold stakeholders accountable by collecting, analyzing,
and reporting the data and performance results of that data (Lennon, 2003).

Decision-making within cyber security, by its very nature, is complex and bears
significant weight toward a company’s overall exposure. Therefore, the need to measure that
weight is necessary yet equally difficult. Culture can shape a company and influence the business
decisions made on its behalf (Shreeve et al., 2020). The need for adopting a cyber security
culture requires a top-down level of understanding and buy-in. Unfortunately, many decision-
makers do not fully comprehend the results of security metrics, even at a very high-level
summary, and this can have consequences throughout the company and its employees, as a

result.
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The Department of Defense, a branch of the U.S. Government in charge of all things
defense and security---including cyber security at the Federal level---suggests having a
Development Security Operations (DevSecOps) culture (aka cyber security culture or just
security culture) is a critical element of success for driving the overall security mindset of an
environment among its employees (Department of Defense, 2021). There is a need to promote a
cyber security culture and assess risk (Patrascu, 2019). Although there are difficulties in
obtaining comprehensive security metrics, they help organizations identify and measure the
strengths and weaknesses of security controls, compliance, and the ability to recognize security
trends (Ngoc & Doan, 2017).

In particular, adopting a security mindset among employees mitigates the likelihood of
human-related security risks and threats. The need to measure that likelihood (another metric) is
essential in determining risk but cannot measure the degree of security culture---not quantifiably.
As a result, numerous quantifiable variables can be weighted against a security framework
instead of making the metric possible and valuable (Georgiadou et al., 2020).

There are five cybersecurity governing principles that business leaders should take into
consideration to be more involved with and better decision-makers regarding cyber security:

1. understanding that cyber security is not just an IT issue but involves the entire

enterprise;

2. understanding that cyber security risks incur legal implications;

3. board meetings should include cybersecurity-related risk topics and should consist of

some degree of security expertise (typically, this is represented by a Chief

Information Officer who can cohesively translate the verbiage);
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4. cyber security risk acceptance, tolerance, mitigation, cost-assurance (cyber

insurance);

5. strategic planning should also be part of the meeting agendas (Lanz, 2014).

Cybersecurity can have an impact on the greater or the lesser degree regarding a
company’s financial investments. Justification of security investments requires a degree of
representation. Through metrics, measurable results can partner with financial investments,
allowing security representatives to speak the same language of business to decision-makers and
budget approvers (Ohlhausen et al., 2014). Without analytical, systematic mechanisms and
results that help drive financial approvers, it becomes challenging to strategically plan for
security investments and get approval (Kong et al., 2012).

Information security governance is, even by today’s standards, a crucial element to be
introduced into a company’s challenging, overarching leadership and ultimate accountability. IS
governance helps ensure formal reporting of risk-based measurements, policy conformance,
standardized processes and is directly responsible for the ownership and stewardship of a
company’s risk management. The more informed a company’s security governance (council,
representative, executive, etc.) program is, the more it can drive the overall culture and mindset
of its attitude toward security (Fazlida & Said, 2015).

Segueing from governance into Enterprise Risk Management (ERM), if a company does
not fully understand its risks, particularly regarding cyber risk, it will be utterly blind to any
threat it faces and cannot properly defend or mitigate appropriately as a result. Important
decisions can be made once the information driven by the data has been aggregated, analyzed,

and consumed by the stakeholders. Companies typically have a grasp on their data footprint but
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lack an understanding, much less risk awareness, of their data’s potential cyber exposure (Ferens,
2021).
Data-driven Results and Performance Metrics

When it comes to data and understanding what to do with it, company leaders might ask
certain questions that could help drive the results toward actual performance metrics and their
measurements. Where does the company stand regarding its security risks? What are its threats?
What steps are being taken to mitigate threats and risks, and how are those steps determined to
be effective? Has there been a return on investment regarding cyber security, and how is it
weighted against future initiatives such as growth, acquisition, and partnerships? Are the security
investments a selling point to prospective buyers or a detriment? Is any of the previous
represented, and how? It has been observed that a great deal of education must occur between
technology and operations leadership and boards regarding cyber security threats, time, and
investment regarding how to deal with them (Green & Gupta, 2017).

When asked about the level of knowledge regarding corporate boards of directors and
their level of knowledge regarding cyber security issues that face their companies, Jesse Green
referenced several 2017 surveys where 60% of board members acknowledged having limited
knowledge (Green & Gupta, 2017). Green also stressed the previous statistic as not being a
desirable position to be in for corporate boards---especially regarding security risks companies
face (Green & Gupta, 2017). In the healthcare sector, where cyber security is at a high-risk level,
there is a need to both educate and involve boards with cyber security and governance (Atluri,
2018). Security metrics that quantifiably and repeatably show the measurements of goals and
objectives also show trending, resource direction, and performance tracking that can help

companies improve their security processes (Lennon, 2003).
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Without data to not only back up but justify security positions and quantifiably explain
the overall security posture, business leaders are not only blind to cyber risk, but they also cannot
possibly grasp the urgency or threats their companies face. Metrics help drive results to help
leaders make informed decisions and are an essential ingredient to the overall success of a
company. There are a near-infinite number of security metrics potentially available, but the real
challenge is not in just gathering and reporting them but in finding metrics that are used as actual
indicators of security risks, vulnerabilities, and threats (Meland et al., 2021).

Technique modeling should be designed for metrics to assess the company’s security
posture, especially regarding the communication of the results to company stakeholders
(Hallberg et al., 2011). Although published in 2003 in the NIST Information Technology
Laboratory (iTL) article, IT Security Metrics, author Elizabeth Lennon breaks-down six phases
of a metrics program implementation that is still applicable and regularly cited in today’s

literature. According to Lennon (2003), the six phases include:

=

preparing for data collection;

2. collecting and analyzing the data results;

3. corrective action identification;

4. developing a business case;

5. gathering resources;

6. applying corrective actions.

Key Risk Indicators. Key Risk Indicators (KRI’s) are quantifiable metrics that calculate
specific risk identifiers in an organization that rolls into its overall risk posture. KRI’s measure
numbers, percentages, and counts of instances or occurrences (frequency), and are used to help

organizations gain greater knowledge of risk indicators and threat exposures throughout their
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various ecosystems (Vuggumudi & Wang, 2020). Examples of KRI’s can include the percentage
of malicious code in an environment, the number of insecure protocols in use and the number of
vulnerabilities created; as a result, the number of data breaches resultant of malicious actors,
human error, or third parties, and the number of software vulnerabilities (Santini et al., 2019).

A measurement calculation, such as ROSI (Risk Exposure*%Risk Mitigation)-Solution
Cost)/Solution Cost), can be employed to address the problems regarding risk-based metrics that
determine if a security solution even exists to address risk mitigation, the percentage of risk
mitigation coverage (e.g., how close to 100% mitigation has been conducted?), acknowledging
the fact that risks are not independent of the whole of the organization (mitigating one risk may
not mitigate another), and the need for multiple security layers to help address the effectiveness
of the solution (Mugavero et al., 2018). A limitation of measuring risks and threats is the
dependency upon known versus unknown indicators. Since most security measurements focus on
known vulnerabilities and reliance upon assessed severity scoring, more risk-based
vulnerabilities are lost in a large number of results, distracting from a risk-based measurement
focus (Yin et al., 2018). Measuring the duration and behavioral tendencies of attackers using
zero-day vulnerabilities (vulnerabilities that are so new they do not have a patch or workaround
in place yet) over time can help determine the efficacy of risk-based vulnerability management
(Yinetal., 2018).

Key Performance Indicators. Key performance indicators (KPI’s) are metrics that track
and report the performance of an item or mechanism. In the case of cyber security, examples of
KPI’s that can be tracked/reported would be MTTD (mean time to detect) an incident or
indicator of compromise, MTTR (mean time to resolve), an incident, TTL (time to live) of a

potential threat actor engaged in an activity, average dwell time of a malicious actor attempting
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to gain or having already gained access into a network or system, patching cadence of a patch
management program (schedule), effectiveness and accuracy of security reporting tools, service
levels of acceptance timeframes (SLAS), response times, coverage percentages, among many
other KPI’s.

Patch management is one portion of the overall vulnerability management program. It
uses patching software to detect and apply necessary patches to machines that require them by
operating system vendors, software-specific vendors, and firmware updates for 10T devices
(Kansala et al., 2019). Examples of patching software include Microsoft SCCM (System Center
Configuration Manager), Qualys Patch Management, Tanium Patch, and various third-party-
specific patching software like GFI and PDQ Deploy. Patch management is a racing game, of
sorts, where the vendors attempt to push patches against known vulnerabilities, and
vulnerabilities can be discovered, as well as weaponized, throughout the day (Anand et al.,
2020). There is a correlation between the severity score (impact) of a vulnerability and the
urgency of its correlated patch (Anand et al., 2020).

A measurement of a successful patch management program checks against its
corresponding vulnerability severity rating. Ratings typically include informational, low,
medium, high, and critical (or urgent) (Libicki, 2011). If a patching program is able to maintain
its pace against the severity score of the vulnerability, then it is considered effective. If a
patching program is not able to maintain its pace, then it is considered less effective and
introduces potential gaps in the vulnerability management program, also leaving a number of
assets vulnerable to attack.

Measuring patch management effectiveness as a KPI alone is not enough to produce a

complete, meaningful metric for stakeholders. Not all threats are treated by patching. Some
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vulnerabilities do not and cannot require a software or firmware patch but require configuration
management to mitigate the threats against them (Murthy, 2020). In this case, measuring the
effectiveness of a configuration management program would be another metric. Additional non-
patching-related measurements can include the coverage of network segmentation (helps reduce
the attacker’s ability to compromise an entire ecosystem by limiting his/her access to just one
network segment), up-to-date encryption mechanisms, the number of systems that restrict versus
do not restrict USB device access, and cloud configurations that pass their marks against an
established benchmark (Mugavero et al., 2018).

Correlation and causation can, too, be measurements. If a company’s base image (this is a
snapshot taken of a pristine machine build, complete with an up-to-date operating system and
updated software) is maintained alongside its patching cadence, then the number of
vulnerabilities the company machines incur will be minimal and low in degrees of severity; if a
company’s base image is not maintained consistently, then the number of vulnerabilities and
degrees of severity will be much larger (Ding et al., 2021). Measuring the correlation between
the cause of increased vulnerabilities (a poorly maintained base image) and the need for
increased patching to reduce the likelihood of exploit can help an organization understand the
why behind their risk increase as a result.

Companies often use penetration testing to help measure the security controls they have
in place and to test their defenses (Mladenovi¢, 2017). Penetration testers (aka “pentesters”) also
make use of measurements to help them gauge and assess what results they are seeing. For
example, the total number of open ports resultant of a port scan against a network can help a
tester discover configuration vulnerabilities that might unnecessarily expose the company to

external cyber attacks (Mufioz et al., 2018). Scanning against a web application can reveal a
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number of critical vulnerabilities that could increase the likelihood of exploit against a
company’s software (Mufioz et al., 2018). A pentester can rely upon the total number of hosts
found on a network by using a network mapping tool, helping him specify which hosts to test
against (Cangea, 2018).

Security tools are the primary mechanism for measuring the efficacy of an organization’s
security defenses. How and what do the tools use to determine calculated results? A network
firewall, for example, can contain IDS (intrusion detection system) and IPS (intrusion prevention
system) capabilities. IDS and IPS utilize preconfigurable as well as default rulesets to cross-
check all network-based devices seeking internal and external communication access and track
the number of successes (that can include actual malicious entries and exits) and failures (that
can include actual malicious attempts) to and from a company network (Dulanovic et al., 2008).

Another security tool measurement can involve a company’s email security suite, such as
Microsoft ATP (Advanced Threat Protection). What is the total number of emails sent and
received? How many emails were flagged as phishing or contained malware or malicious links?
How many malicious emails were NOT caught by the security tool but reported by employees?
How many malicious emails were not caught by the security tool and NOT reported by
employees? All of the previous can be part of an email security tool’s efficacy metric (Rosenberg
etal., 2021).

Tools are utilized to help measure KPI’s and can be measured for their effectiveness and
efficiency. Is a SIEM (security incident event management) pulling in records from all available
network resources? How many events is it collecting? Is it collecting the logs in a timely and
consistent manner? What is the number of false positives? Is the vulnerability scanner scanning

on a scheduled basis? How many scans has it missed? How many assets is it tracking against?
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What are the gaps in total coverage against existing security tools in an organization, and how
can they be mitigated (Huber, 2014)? How many intrusion detection attempts (true positive
anomalies) were recorded (Einy et al., 2021)?

Another quantifiable measurement can involve time. Regarding incidents and incident
response (IR), time can be an indicator of resource constraints, tool lag time, inaptitude regarding
cyber security/incident response training, among a host of other gaps. There are timings that can
also help measure a company’s cyber security maturity level, with lags in time indicating an
immaturity versus quick times indicating maturity (Carder, 2020). Analyzing incidents and
incident response metrics becomes crucial when evaluating an information security program’s
effectiveness (Bulson et al., 2017). Bulson et al. further define incident response metrics to
include:

e total number of incidents (avoidable or not avoidable) to indicate whether there are

significant gaps in a security program;

e time taken to acknowledge a major incident had occurred and initiate the incident

response plan;

e mean time to recovery (MTTR) or average time taken to fully recover from an

incident and fully restore impacted systems;

impact time or how long the impact of an incident lasted before recovery.

There are limitations to measuring certain key components of a security program. For
example, it is and has been difficult to quantifiably measure the effectiveness of having any
number of security controls in place (Diéguez et al., 2020). One contributor can be the
complicated layout of a company’s entire ecosystem (or hybrid connectivity of multiple

ecosystems) and the complexity of gathering much less measuring the controls that are and
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should be in place. Although measuring the total number of controls that are identified can be
easier, measuring their efficacy is not and sometimes not even possible until during or after a
cyber attack (Diéguez et al., 2020).

Due to the often overlap and blur, some companies have chosen to combine KPI’s,
KRI’s, and ancillary metrics into security performance measurements that calculate, track, and
report all three together, typically in uniform dashboards that ultimately roll-up into cyber risk
metrics. By cojoining KRI’s and KPI’s into a single (even executive level) dashboard, timely and
insightful views into risk and performance can be gained to help make more concentrated and
effective business decisions (Baker, 2016). By combining metrics, reports, and even survey
results with KPI’s and KRI’s, the learning curve for stakeholders/business leaders flattens
(Maled, 2019).

Security reports and dashboards can help centralize the overall cyber security
measurements being tracked and reported against. The results can be effective but lost over time
due to a lack of adaptive, meaningful metrics. Is there top-down support for what is being
tracked in the report or dashboard? Does it address the specific layer(s) of stakeholders accessing
it? Is it tracking the right KPI’s and KRI’s? Does it drive toward a conclusion or help inform
decision makers? Are the results actionable and understandable (Skorka, 2017)? Security
dashboards may not address all data sources or problems being tracked (McKenna et al., 2016).
Security dashboards that contain risk measurements and other related metrics require constant
improvement as opposed to a box-checking requirement being met, set, and forgotten
(Lohrmann, 2017).

Cyber Security Frameworks
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When picturing a framework, a building’s support structure may come to mind. In
essence, a security framework is, too, a support structure for documenting processes, policies,
and procedures that help detail specific security controls, acting as a kind of building schematic
or series of planning steps that help a company identify and manage risk, threats, and
vulnerabilities.

In order to help guide companies toward the effective use of security metrics, cyber
security frameworks (also referred to as standards) have been introduced. Metrics reporting from
such a framework can help provide the measurement results of each framework milestone and
can help companies calculate past issues, current posture, and continuous improvements as well
as forecasted targets. Three of the most widely accepted and used cyber security frameworks
include NIST, CIS, and ISO (Chapmana & Reithelb, 2019).

A typical ERM (Enterprise Risk Management) framework would consist of strategic
goals, efficiency and efficacy of operational resources, regulatory compliance, and reliable
reporting (Allen et al., 2018). A more concentrated study of the security aspects of ERM would
entail ESRM (Enterprise Security Risk Management) with greater emphasis on applying baseline
risk management concepts to data, digital and physical security, business continuity, disaster
recovery, incident response, etc., in order to take a more wide-embracing approach to security
risk and risk management (Allen et al., 2018).

NIST. The National Institute of Standards and Technology (NIST) is a non-regulated
United States Department of Commerce agency that organizes various science labs and programs
that span a variety of science, including information technology and cyber security, therein.

Founded over 120 years ago, NIST has since created the NIST Cyber Security Framework (CSF)
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to help aid security professionals in adhering to and tracking specific security items such as
regulatory standard compliance, cyber attack prevention, detection, and response (NIST, 2021).

An organization that makes use of the CSF would be able to better measure its security
risk, financial investments, returns on investment, benefits, strategy, and plans with more
effective results (National Institute of Standards and Technology, 2018). As a framework
resource, NIST offers publications such as the Federal Information Processing Standards (FIPS),
Special Publications (SPs), and NIST Interagency Reports (NISTIRs) (Dempsey, 2014).

NIST makes reference to information security metrics as being important for making
decisions about security and its various components that also include architecture, operations,
and the overall effective and efficient controls needed to ensure assurance in a quantitative as
well as objective manner (Jansen, 2011). NIST provides numerous measurements that can roll-up
into metrics reports that include examples such as a company’s information technology budget
percentage devoted to security, percentage of critical or high vulnerabilities, and percentage of
their mitigations along with the service levels of acceptance (SLAS), number of security
personnel who have completed security training within a given period of time, and number of
security-related incidents reported within a given timeframe (Chow et al., 2008).

CIS. The Center for Internet Security (CIS), a non-profit global community of IT
professional contributors, created the CIS Benchmarks, which are comprised of 18 standardized
security controls that help provide a framework for organizations to follow. The CIS Controls are
based on five principles that cover offensive data informing defensive strategies, focusing on
criticality and prioritization, feasibility of specific and relevant safeguards, alignment of various
other standards such as NIST and MITRE ATT&CK, and measurability (Center for Information

Security, 2021).
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The current eighteen critical controls cover the following areas within a company’s
information technology ecosystems: asset inventory, software inventory, protection of data, asset
and software configuration, managing accounts, access control, vulnerability management, log
auditing, email, and internet (web browsers) protection, defense against malware, data recovery,
network infrastructures, monitoring and safeguards, end-user (employee) security awareness
training, managing third-party service providers, application and software security, incident
response, and penetration testing (Center for Information Security, 2021).

The CIS Controls help organizations track the number of network assets they have, who
the users and owners of those assets are, identify their criticality and data sensitivity, and help
create metrics that calculate risk based on the asset information (Stone, 2018). Organizations that
adopt CIS Controls can reduce their security attack surface by 67% (Nayak et al., 2014).

ISO. The International Organization for Standardization (1SO) is the third of the most
common cyber security frameworks. 1SO is a global collection of security standards created over
70 years ago and maintained by a committee of technical representatives (Cevallos et al., 2021).
ISO publishes multiple 1ISO 27000 family of standards specific to areas of technology that help
measure different levels of risks and their impacts (Cevallos et al., 2021). One example standard
would be ISO/EIC 27001, which is the international standard for managing information security
(Zaydi & Nassereddine, 2021).

Although meant to be an encompassing framework, 1SO has been found to be lacking in
certain areas: (a) certain ontological (thought-based) vulnerability and risk conceptual topics are
missing; (b) some design and development methodologies are lacking; (c) there are limits to
specific ISO 27001 standard requirements (Meriah & Rabai, 2019). Due to the varying strengths

and gaps in certain 1SO standards, it is often recommended entities adopt multiple 1SO standards
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to create a more encompassing information security program (Commiato & Sturgill, 2018). 1SO,
like other frameworks, makes use of guidelines, controls, and best practices that can, when
applied, be measured and quantified into metrics that can provide valuable insight into the
effectiveness of the framework and help gauge the effectiveness of the organization once fully
implemented.

Ultimately, it is not enough for an organization to embrace a particular framework or
even multiple frameworks. There is a need to report against the measurements each framework
introduces to produce security-driven metrics to help achieve education-up to business leaders,
justify cost investment, and help initiate and hold accountable employees at every level
throughout the framework process (including adoption through implementation phases). The
cyber security teams within organizations must share and report the metrics and overall
effectiveness of any framework program in order to gain senior leadership buy-in and support for
that program (Commiato & Sturgill, 2018).

OWASP. In addition to the preceding three frameworks, OWASP (Open Web
Application Security Project) is included because it follows a similar structure and is widely used
within organizations but is specifically concentrated on web application security. OWASP
produces several publications to help security professionals, particularly within the application
development discipline, become more educated in risk and risk identification (Ibnugraha et al.,
2021). One of OWASP’s limitations, however, is it focuses solely and qualitatively on web
applications and not the entirety of information technology or its various security components
(Matheu et al., 2020).

Cyber Security Risk, Models, and Measurements
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Important elements for organizational stakeholders to have a full grasp on involves
knowing the overall security risk: which assets are considered critical? Is there sensitive data on
servers? What is the business impact on the likelihood of data loss? In order to properly answer
such questions, security models are introduced to help measure every possible contributor to
cyber risk.

Risk is the combination of threat probability and impact of threat reality, requiring
multiple components to be measured using effective and holistic security metrics (Latvalaa et al.,
2016). Unless measured, cyber risk can affect a company, financially, by escalating cost, driving
down potential revenue, harming brand and reputation, and staggering productivity (National
Institute of Standards and Technology, 2018). By implementing and measuring a risk
management program, a company’s operational and technical risks can be remediated or
mitigated to a risk tolerable level (Matthews et al., 2016).

A more automated method for calculating cyber risk was proposed, citing the current
difficulty in finding cost-effective configurations regarding risk mitigation that equate to a return
on security investment. There are metrics that can measure vulnerabilities (CVSS scores) and
weaknesses in configurations by analyzing host scan compliance reports, network access, and
internal dependencies (Alsaleh et al., 2017). Of note and a relevant metric in its own right, Figure
Four illustrated how the authors began with the explanation of the traditional ROl metric
equation that is still used by companies to calculate cost-effective risk mitigations: benefit minus
cost divided by cost equals return on investment, explaining that a calculated 0 equates to no
return on the investment (Alsaleh et al., 2017).

A Java-based API (application programming interface) was created, running on a single

host, that integrated with test hosts on a network via API host-to-host connectivity and
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read/analyzed each test host’s configurations, cross-referenced CVSS scores in a database, and
calculated risk based on known exposed ports on each host. The conclusion to the automated
solution can help viewers more quickly and accurately assess risk and determine ROI, pointing
out the solution might run slower on larger networks, however (Alsaleh et al., 2017).

Figure 4

Return on Investment

Benefit - Cost
Cost

ROI =

Note. This figure explained the calculation for return on investment.

Another important measurement involves risk intelligence. Risk intelligence is,
essentially, an entity’s ability to search, research, gather, assess, and report on the various
components that address the entity’s risk exposure, risk tolerance, risk acceptance, and general
risk management processes---risk intelligence helps inform risk managers of emergent threats,
threat actors, and targeted vulnerabilities that can otherwise lead to the increase of likelihood and
impact. Often abbreviated as risk intel, important data sources can include social media,
informants, news outlets, vendor white papers and email alerts, and networking, among other
risk managers. Data points within the measurement of risk intelligence can include incidents
(number of occurrences), incident response (timeframes), mitigations (total numbers), weighted
responses (typically given in severity and impact scales of 1 — 5), and calculations from risk
matrices.

In their research article, A Holistic Cyber Security Implementation Framework, authors

Issa Atoum et al. (2013) conducted a comparative study of current security frameworks to show
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which framework measured resilience, performance, compliance, level of security, gaps, and
level of implementation (Atoum et al., 2013). Out of seven frameworks, less than half did not
measure performance; only one identified gaps; only half measured level of security (Atoum et
al., 2013).

Threat measurements can feed up to risk measurements. Measuring the severity and
likelihood of a given threat (such as a print spooler vulnerability that has been weaponized by
malicious threat actors) against the compensating controls internal and external to a company’s
network perimeter can give insightful intel to risk managers within an organization. Combining
both measurements can help inform a company’s leadership as to what true threats they face and
how they increase their cyber risk posture (Freund, 2019). When calculating cyber risk, other
important variables can include aggregates, confidence intervals, event types, prioritizations, and
criticality (Facchinetti et al., 2020).

Threats can also be measured by their attempt frequency (how often are they attempted
within an ecosystem?), also known as threat event frequency (Freund & Fritts, 2016). Threat
event frequency is measured against the list of known threats (aka threat library). Threat event
frequency can help determine cyber resilience for a company.

A trending quantifiable measurement approach to calculating cyber risk is cyber risk
quantification (CRQ). Rather than measuring the aforementioned likelihood and impact levels,
CRQ seeks to measure the reduction of uncertainty with necessary precision (Freund, 2018). One
way in which to help measure the reduction of uncertainty is through prioritization of findings. If
given the necessary data results, senior leadership can make informed decisions, but when given
the recommended prioritization of data results, the decision-making process can be significantly

increased and made more accurate. With prioritized results (rank order, in other words), senior
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leadership can be more strategic and confident with a risk-based approach to cyber risk
management (Goel et al., 2019).

Traditionally, security metrics measure past and present state with no emphasis upon
forecasting (or predictive modeling). Predictive modeling is used to predict future outcomes. By
taking past and present data, comparative analysis of trends can form patterns. If patterns are
consistent, they can be calculated to forecast future trends and patterns. Forecasting models,
consequentially, can be created. With regard to cyber security, likelihood (which can be a
number fed by qualitative perception as opposed to mathematical equation and is, therefore, a
limiting and somewhat unreliable number). Probability models tend to rely on likelihood for their
predictors, but if the data sources are not accurate, the probability model will, resultant, not be
accurate. Accurate predictive modeling should combine the principles of systemic design,
mitigation, critical data, timeliness, and corrective action (Scala et al., 2019).

The concept of risk, much less cyber risk, can vary depending on a company’s
stakeholders. If the perceived risk is considered lower than the perceived reward against the
possible investment to reduce the risk, the risk may be considered low or not applicable. An
important result of risk measurement helps define the likelihood and potential impact (especially
if it’s financial) of an identified threat and the risk resultant from it. By taking a predictive model
approach, security professionals/risk managers can more accurately calculate the probability of a
threat impacting risk as opposed to the likelihood alone. By measuring the efficacy of security
controls against the number of threat attempts, cyber resiliency can be calculated. The ultimate
measurement can help shape even the perception of certain cyber risks and the overall perception

of cyber risk management among stakeholders (Smidta & Botzen, 2018).
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A final variable regarding security measurement includes end-user training or cyber
awareness. The human element is the most unpredictable element and can throw off the accuracy
of predictors and skew past events. The human element, too, is considered the “weakest link” in
the cyber security chain of protection because, ultimately, it is a human being attempting to
attack or fool another human being into producing something of targeted value. As a result,
measuring the training efficacy of a cyber awareness program is essential. Measurements of
importance can include the number of phishing emails employees have read, responded to, and
taken action within (e.g., how many malicious links they have clicked on). Another measurement
can include how often employees have reported actual phishing emails to their security
department. Social engineering attempts (e.g., fake phone calls or spoofed website links) can be a
good metric to employ with examples such as the number of times employees clicked on a link
they thought was internal to the company (such as a training site), or the number of times
employees entered their credentials into a credential harvest website.

Security metrics can validate the effectiveness of the various technologies in place within
an organization, but they can also validate the training and awareness of that organization’s
human capital. For example, a study was conducted by researchers seeking whether security
awareness training was effective against simulated attacks. The results proved awareness training
did reduce false negative results and proved employees preferred a mixture of training methods
(such as video with text and audio) (Tschakert & Ngamsuriyaroj, 2019).

Current State: The Challenges

There are numerous contributors to the difficulty in gathering, maintaining, reporting, and

deriving decisive conclusions from security metrics. There are three primary reasons for security

measurement difficulties: (a) vulnerabilities are inherently difficult to measure, even by the



EVALUATING THE IMPACT OF METRIC-BASED SECURITY 50

system’s owner; (b) vulnerabilities may be known to whoever is searching for them but, even if
known to the system’s owner, are not weighted by the owner; (c) the system’s owner is not
aware of the threat actors (Ngoc & Doan, 2017).

Data Collection, Reporting Sources, and Analysis

There are various security metrics data collection sources available---too many, at times.
The volume of data and disparate sources of collection can either set a security team up for
success or failure (Bryant, 2020). Sources can include a SIEM, endpoint protection software,
email security suites, user-behavior activity software (UBA), network firewalls, data loss
prevention tools (DLP), and vulnerability management systems, among a host of other security
tools.

In order for cyber security teams to fully understand the potential threats and activities
across an entire enterprise, large volumes of data must be viewed, analyzed, and assessed. Often,
security tools can help reduce the time, effort, and personnel by performing most of the
collection and aggregation work, ahead-of-time. With that, the sheer volume of data can be
cumbersome (Mitkovskiy et al., 2019).

A SIEM can collect large volumes of information technology asset logs and assist in the
aggregation and analysis of cross-checked inputs to help determine potential cyber attack
activity, alerts, rates, and risk ratings/severities. Due to a large amount of data, a SIEM tends to
produce high rates of false positives (flagged events based on the log entries that may indicate an
attack but are not) (Fakiha, 2020).

When scaling-up in terms of data size and coverage, one of the largest ecosystems can be
a city and its various network resources. Smart cities, cities that utilize or rely heavily upon

technology to manage many infrastructure systems, are every bit as potentially vulnerable to
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cyber attack as a company. The volume of security data and metrics statistics can be massive and
requires a combination of machine learning and security teams to manage, analyze, and report
against (Eskridge, 2019). Cyber security professionals can make use of machine learning
technologies as they emerge in order to aid them in the use of creating meaningful security
metrics (Calix et al., 2020).

Modern terms such as “big data” illustrate the correlation and escalation between data
sources and security data sources. Detecting, analyzing, and reporting anomalies within big data
can be a challenge and results in a deficiency in security detection response and effectiveness
(Liu et al., 2020).

Correlation of data, once collected, can be a challenge. An example would be producing
the metrics to show unknown attack vectors against levels of software vulnerabilities (Flater et
al., 2016). Often, the process of establishing metrics involves defining and redefining what needs
to be reported against. Two challenges before being able to measure security results include
defining, designing, and establishing what constitutes security behavior; testing its parameters
(Woody, 2016).

Approach and Buy-in

One disadvantage to metrics-driven cyber security results is the tendency to report items
to business stakeholders from the bottom-up. Unfortunately, business leaders may be lost due to
the security learning gap. As a result, approaching security metrics that feed up to risk
management can be more effective and efficient if they are aligned with business goals and
objectives (Maled, 2019). Due to the increase in cyber risk, Boards of Directors (BoDs) have had
to change their focus to include cyber security (Renaud et al., 2019). A 2019 survey of Chief

Information Security Officers (C1SOs) revealed one of the primary sources of their stress (and



EVALUATING THE IMPACT OF METRIC-BASED SECURITY 52

job insecurity) was the board-level knowledge gap, especially regarding security risk (Fish,
2020). A 2018 study revealed there is still uncertainty within organizations as to who owns
security metrics or measures effectiveness (Morrison & Kumar, 2018).

BoDs are still reliant upon cyber security professionals to continue educating themselves
as well as educate-up while helping them identify the company’s security needs (Green & Gupta,
2017). BoDs tend to replace executive leadership after a security breach (or data breach) has
occurred and been reported (Banker & Feng, 2019). Replacing key leadership in response to a
data breach ignores the root cause of the breach that requires an improvement of the security
process, controls, and conditions (Banker & Feng, 2019). A study on corporate board
memberships revealed there is still a 37% gap in security representation (Gallaher, 2019). The
same study also revealed only 16.7% of senior leadership is confident in their security programs
(Gallaher, 2019). Most BoDs are not comfortable inheriting the responsibility of having to fully
understand cyber risk, with technology professionals doubting the board-level of comprehension
of the subject as well (Renaud et al., 2019).

There was a deficiency in the research literature regarding metrics-tested results, with
lacking guides on how to use the metrics in an informative and persuasive manner (Ohlhausen et
al., 2014). There is some movement toward making use of quantitative security metrics, but
qualitative approaches are still being used inappropriately in a subjective attempt to quantify
results (Jansen, 2011). As cyber security continues to evolve, so do its varying performance
metrics, requiring organizations to recognize true versus false measurements and indicators
(National Institute of Standards and Technology, 2018).

There is an excess of security standards and guidelines within frameworks that make it

difficult choice for stakeholders to select which data matters most regarding calculating risk and



EVALUATING THE IMPACT OF METRIC-BASED SECURITY 53

measuring security benchmarks (Hohana et al., 2015). Security professionals are not only tasked
with knowing how to secure an entity but how to measure its effectiveness which can be a
lacking skill gap (Ohlhausen & McGarvey, 2018). There is a fault in only concentrating on
technical cyber security metrics and not taking a holistic approach to other aspects of securing an
organization (Goss, 2017). Security project success requires management support, and due to the
lack of support, security projects often remain in design phase without implementation (Hallova
etal., 2019).

Attempting to quantify security controls in terms of assessment as long as cyber security
has been researched and the available research literature reflects a lack of security level
measurements along with qualitative human bias influence on the measurements that do exist
(Jansen, 2011). Even though security level estimations are quantifiable, the human qualitative
inputs tend to skew accurate results (Yasasin, 2015). Research literature is largely depleted in
terms of how to quantify security metrics, especially regarding how to validate a metric
(Manadhata et al., 2011).

Companies have chosen to ignore the need to employ security measures and
measurements, seeking to focus solely on operational processes, productivity, and results-based
measurements, instead (Choobineh et al., 2007). Other companies suffer from a lack of
understanding regarding the reasons why there is a need for having information security
documentation, processes, and nuances of program measurements---much less what the
measurements actually mean (Hirsch & Ezengeard, 2008).

Consistency, Availability, and Complexity
The security of systems depends upon the measure of being correct and effective, but the

metrics are difficult to measure in part to the complexity of the environment, disparate systems,
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and varying schedules (such as production availability and patching) (Radack, 2010). Emergent
technologies, such as cloud and containerization, present unique and extended challenges
regarding data collection and reporting. Due to the nature and size of cloud computing
infrastructures (IAAS, or infrastructure as a service), information technology assets become
more spread apart, making security data collection and correlation a significant challenge
(Tabrizchi & Rafsanjani, 2020). Regarding the emergence of new cojoining technologies such as
the Web of Things (WoT), the expansion and complexity of security data used to collect from
management sources add to data “bloat” that overburdens security tools and research teams
(Sardar & Anees, 2021).

Unpredictability is another factor contributing to consistency issues regarding security
metrics and their effectiveness/accuracy. One example of an unpredictable variable would be the
distinctiveness and uncommonness of unknown threat actors (Spagnoletti & Resca, 2008). The
scoring mechanisms of vulnerability management tools, for example, do not necessarily match
nor reflect the actual vulnerability within an organization’s ecosystem (Homer et al., 2013). The
previous example can skew metrics results and inflate the overall vulnerability posture of an
organization. Current metrics are missing accurate historical data to cross-check their validity
(Cherdantseva et al., 2016).

There is an inequality between measuring proprietary software vulnerabilities versus
open-source, which can skew the overall vulnerability score for companies that utilize both in
their environments (Altinkemer et al., 2005). Approaching security metrics with a single measure
methodology is not sufficient enough in complex environments (Beck & Rass, 2016). There are
challenges regarding what is measurable versus not, particularly regarding risks and how to

prioritize them based on an unknown probability (Spagnoletti, 2014). When testing web security
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vulnerability scanners, there are limitations in their standards definitions that detail the overall
evaluation process (Munoz & Villalba, 2018). In some cases, security tool detection
methodologies are missing information on the order and impacts of attacks (Rios et al., 2020).
Continuously-emergent technology, such as cloud and new global connectivity, requires the
creation and use of more innovative security tools (Mihaela-Sorina et al., 2020). Security tools
(systems) face the challenge of balancing company security with business objectives and not just
aligning with them (Goldstein & Frank, 2016).

Compliance-driven metrics are based on security standards (aka frameworks) that do not
always equate to heightened security levels, regardless of how heightened the standards may be
(Diesch et al., 2020). There is a lack of empirical, measurable guidelines and controls that can
improve the behavior of organizational security (Akhyari et al., 2018). Compliance-based
standard metrics tend to be too generic in terms of scope, tend to be too large regarding
information, often relate no everyday work and not to security risks, lack quantifiable data from
which the standards can be validated, and leaders can be better influenced by and tend to conflict
with one another, lacking a universally-concentric subject-matter (Diesch et al., 2020).

The complexity of security adds to the difficulty of measuring risk with research lacking
correlation variables such as action and reaction (or cause and effect) and the interdependencies
between both (Hoffmanna et al., 2020). A lack of automation is another contributor to metric
gathering and reporting, forcing security professionals to perform cumbersome, manual analysis,
yet business stakeholders demand for quick and easy-to-digest reported results (Fertig et al.,
2020). Manual processes and procedures for collecting and reporting against complex security
measurements (especially threats and vulnerabilities) result in either partial, incomplete, or

ineffective results (Bernik & Prislan, 2016). Although there is a need to make an informed
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decision based on measured results, the complex nature of security makes measuring it a
challenge (Heumann et al., 2010).

In their research article, A Quantitative Assessment of Security Risks Based on a
Multifaceted Classification Approach, authors Mouna Jouini et al. attempted to create a
measurement model for threat classification called M2FC (Jouini et al., 2021). The authors
recognized the current struggle organizations go through to identify threats, let alone assess the
potential impact of the threats in a quantifiable manner (Jouini et al., 2021). The authors’
measurement is ratio-based as opposed to rank-based but was recognized as being partial and
requiring further exploration and testing/development due to the complex and dynamic nature of
threat classification (Jouini et al., 2021).

Due to the nature of security data, the primary source for security metrics, storage space,
and transfer size (bandwidth) become concerns. Security data can be complex and high in
volume (an example being security logs collected within a Security Information and Event
Management tool), expanding the number of document submissions for collection and analysis
or evidence gathering and reporting (Voute & Eiholzer, 2005). John Montana (2019) indicated
there are several factors that can contribute to organization security data bloat and administrative
overhead that can contribute to inaccurate, under-representative, and excessive security metrics
results:

e collecting unnecessary data that distract from relevant data that can contribute to
excess size and volume (wasted storage can be costly and contribute to slow
performance);

e maintaining data for too long that can also contribute to excess size along with wasted

storage space;
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e lacking organization of relevant or irrelevant data that can slow down indexing speed,
increase time to discover necessary results, and contribute to unnoticed relevant
information;

e alack of control mechanisms that can permit unauthorized access and inappropriate
or illegal sharing of sensitive data (that can also incur non-compliance, regulatory
punishment, and legal fines).

Resources

Not only are the efforts for obtaining meaningful metrics results challenging but
maintaining enough staff to support the metrics gathering and reporting process/demands has
become a significant challenge within the cyber security workforce. There is an increasing
decline in cyber security staffing, which is becoming one of organizations’ biggest challenges
(Brandt, 2018). There is an increasing lack of skills among cyber security workers and
prospective candidates for positions, as well (Castro, 2018). Organizations are also being forced
to rethink how they conduct certain processes due to short-staffing (Brandt, 2018). A lack of
workforce is one of the biggest challenges facing cyber security (Dawson & Nunez, 2018).

It is recognized there is a shortage of (a) skill; (b) experience; (c) interest in cyber
security overall, with a need for educators and employers to come up with ways to deal with this
challenge (Brooks et al., 2018). Today’s reality suggests companies must learn to deal with cyber
security personnel shortage more creatively, utilizing cross-functional teamwork and coverage,
cross-training with existing security professionals, and making adaptations to their candidate
hiring expectations (e.g., companies need to stop searching for superstars) (ISC2.org, 2021).
Recruitment and training have some weight toward hiring cyber security personnel. It might help

organizations to peer through an opposite lens regarding how they recruit. Hackers do not
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typically come from technical backgrounds; perhaps, organizations might start searching to
cross-train personnel from other departments and fields, as well (Dreibelbis et al., 2018).

At the educational level, producing skilled cyber security personnel has become another
growing challenge (Arora, 2019). There is a global cyber security certification shortage of over
two million people (Game-Lopata, 2019). In 2016, there were over one million global cyber
security job postings (NCSA, 2016). The United States alone averages over 40,000 vacant cyber
security analyst jobs each year (Islam et al., 2019). Typically, cyber security analysts are
responsible for security-related analytics and metrics reporting. It is estimated that by 2022,
cyber security workforce shortages will reach over one million workers, further adding credence
to an ever-growing, faster-than-anticipated gap (Casesa, 2019). With the growing need for cyber
security professionals, greater emphasis must be placed on recruiting student interested in the
field, to begin with (Crespo, 2020).

Within academia, there, too, is a shortage of qualified cyber security instructors who can
train the next generation of cyber security professionals to fill the gaps in the workforce (Hodhod
et al., 2019). Educators are researching further back beyond high school to middle school in
order to motivate students’ interests in cyber security and eventually close the gap in the cyber
workforce (Maina et al., 2021). It is suggested existing security professionals help curb the gap
in students seeking careers in cyber security by becoming teachers themselves, thereby helping
foster an interest in the field, providing seasoned experience and mentorship, as well as indirectly
helping to shore-up the gap in the field itself (Ngac, 2020).

In order for there to be sufficient implementation, monitoring, and program adjustment,
companies must focus on their cyber security programs, and without the necessary talent to help

inform such focus, companies are at risk of cyber security threats (Idowu, 2019). Despite
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unconventional cross-training and cross-support methods companies are employing in order to
compensate for their cyber security skills gaps, and it is recognized that if educational facilities
do not start graduating more cyber security students, the shortage will continue and likely will
increase (Cameron & Marcum, 2019). Regulatory requirements (such as GDPR) are pressuring
companies to place more emphasis on cyber security, regardless of the industry-wide staffing
constraints, and the challenge does not end with entry-level analysts but also goes as high as
cyber executive officers and a lack thereof (Li et al., 2019).

Companies that do have cyber security professionals are forced to over-utilize and over-
burden their resources and use junior-level, less experienced members to fulfill more advanced,
senior-level responsibilities (Dunham, 2018). The severity of shortage can impact a company’s
job fulfillment recruiting process, increasing the likelihood of a single position to be filled by
nearly half a year (Gewirtz, 2018). In 2020, it was estimated there was a shortage of over
500,000 cyber security professionals in the workplace (Christopher, 2020), tracking the previous
2019-year estimate of 500,000 as well (Cruz & Pedron, 2020). In 2021, over 80 percent of
companies reported a skills shortage among cybersecurity job prospects and current candidates,
including security analysts (Dziwa, 2021). The shortage of cyber security workers will likely
become a global issue (Yang et al., 2019).

Companies will have to rethink their overall staffing model to embrace remote
workforces, and virtual positions (like virtual CISO) and market their positions as such as
incentives to attract talent/expertise in the first place (Burrell, 2020). It is suggested, as another
means for thinking “outside the box™ for companies desperate to fill security positions, to ease
off on the prosecutions of cyber-related activities and crimes, even with the option given to those

individuals to join the cyber security workforce, instead (Matwyshyn & Pell, 2019).
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As existing security teams are over-utilized in terms of resourcing and coverage,
especially regarding the demands placed upon analysts, there is a risk that the teams will become
burnt-out and overly fatigued which can lead to even fewer positions filled as the workers leave
(Muggumudi, 2020). It is estimated that within a 10-year period, there will be an increase of
cyber security-related jobs by over 30%, yet burnout becomes an equally-increasing average
(Muggumudi, 2020). At the national level, the demand for cyber security professionals is
considered severe (Wang et al., 2020). Even at the federal government level, there are noticeable
deficits in cyber talent, threatening overall national security (Kosseff, 2016).

Not only is recruitment, retention, and skillset a challenge for companies seeking to
strengthen and better understand their overall cyber security posture, but another possible
contributor to the shortage involves a lack of understanding of job descriptions and requirements
by organizational leadership (ISC2.org, 2017). The shortage of cybersecurity professionals is not
solely a selection problem; it is also one for recruiting and training. Hackers and those who can
effectively prevent hacks are not currently coming through traditional education pipelines such
as universities, especially with the growing popularity of free or lower-cost software
development training programs (Moon, 2012). Therefore, organizations need to exploit non-
conventional talent pools.

Cost and Utilization

There are challenges in measuring cyber security-related costs: (a) calculating defenses
and losses;( b) measuring the cost of future loss impact; (c) the cost of cyber investment in asset
protection (Ekelund & Iskoujina, 2019). There is a general accordance that attempting to
quantify the return on investment regarding cyber security measurements is difficult due to

challenges that include hidden costs, moving baselines, and divergent costs (Brecht & Nowey,
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2012). There is difficulty finding research that correlates IT security investments to security
systems performance use and effectiveness (Li et al., 2021). Organizations invest in security
(data) tools without creating/detailing a security plan or model for using them first (Chakravorty,
2020).

There is an imbalance between security costs and actual threats and their impacts,
creating a need to equate value to impact (Maroria, 2013). Regarding the performance
measurements between finance and security governance, little research exists to show a
correlation between the two (Kryukov & Strauss, 2009). Due to the vastness of information
security investments, more research needs to be done to measure the results and impacts of
information security and returns on investment (Szubartowicz, 2018).

Vastness of information can be another contributor to the challenge of obtaining and
presenting meaningful security metrics to stakeholders and other consumers of the information.
The sheer volume of historical data results, increasing information volumes regarding
new/emergent findings, the depth and breadth of “noise” or false positive results and the
challenge of sifting through them to find true positive results, and comparative modeling
showing the relationships between each data point each contribute to information overload
among the analysts and consumers (Streufert, 2010).

Meaningful Results

Although seeking metrics-driven results that tie into KPI’s, KRI’s, and feed up to cyber
risk is a goal for identifying and strengthening an organization’s overall cyber security strategy
and risk management initiatives, there are good metrics (results that describe the problems and
provide measured answers) and bad metrics (calculated or miscalculated outcomes that dissuade

or ignore meaningful results). Characteristics of bad metrics include:
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e measurements for the sake of number gathering/reporting;

e not calculating return on investment along with measured effectiveness;
e false positives (results based on inaccuracy);

e assumption-based scaling (misleading results);

e comparing non-comparable measurements;

e inputs based on human bias versus quantifiable fact (Flater, 2018).

When considering the source of security metrics---often from security tools---, there is an
inherent challenge in converting the metrics into what can help drive business decisions
regarding security investments or measures of security resiliency. Security tools are essential
sources of information for protecting as well as informing stakeholders on security performance
(Fu & Chen, 2021). Keeping in mind business performance, key risk indicators relate to BoDs
more than technology risk measures, and BoDs are now requesting more detailed data that
explain the overall risk management plan and current and future posture (Kane, 2020).

Where some security measurements are employed at the technical and operational levels
within an organization, within the strategic and management levels, they remain immature or
non-existent (Prislan et al., 2020). In order to avoid metric gaps, technical as well as behavioral
performance measurements must be conducted (Granasen & Granasen, 2016). It is a general
acceptance that no metrics have the ability to assess the levels of security for a network’s entire
environment, requiring instead to combine multiple metrics (Enoch et al., 2020).

Avoiding the stress resultant of security-measured results is important to address in order
for meaningful results to not be turned away by consumers of the data. In other words, there is
such a thing as data overload that leads to stressful reactions by stakeholders (Benlian, 2020).

Information overload can be managed by spreading the results across and over a period of time,
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resulting in increased attention of consumers to the data and a reduction in the likelihood of ill-
informed decision-making (Chapman et al., 2019).
Summary

The research results in this chapter led to several consistent findings. First, the theme of
importance regarding security metrics and why and how they apply to organizations was
essentially uniform. Companies value the measured results (Maroria, 2013). Boards of Directors
and executive-level business leaders understand the importance of having key metrics that help
them understand their overall cyber security posture (Green & Gupta, 2017).

The challenges were essentially uniform, as well. Security professionals struggle to
gather and report metrics that are of value to senior management (Jouini et al., 2021). Senior
managers and BoDs struggle to understand: (a) what they are requesting; (b) what they are
seeing once it is delivered to them (Jouini et al., 2021). BoDs understand the why but not the
what of what is being shown to them (Jouini et al., 2021). Research results revealed that
complexity, size, and disparate emerging technologies created the most consistent challenges in
metrics gathering and reporting (Radack, 2010). Many senior executives and even Chief
Information Officers struggle to recognize the importance of much less value than understanding
the quantifiable measurements of the effectiveness of their security programs (Kelvin, 1891).

Various contributors to the challenge of knowing what metrics to produce and how to
produce them also revealed a correlation between resource constraints and availability to gather
the necessary data together to report relevant results (Montana, 2019). Not only is the staffing
shortage of cyber security professionals impacting companies’ ability to protect themselves, but
it also is contributing to their ability to assess the cyber security posture in the first place (Brandt,

2018). Not having enough staff in place to help gather and produce the measurements/metrics
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reports to help inform senior leadership creates a blindness to cyber security posture, much less
increases inherent risk for that company (Ferens, 2021).

The importance of having and using security metrics was largely consistent across the
research. Metrics help senior leadership understand what threats and security risks they face,
helping them make intelligent, informed decisions regarding the overall cyber security posture
and risk reduction within the organization (Hallberg et al., 2011). Metrics help stakeholders
understand where their gaps are (in coverage, staffing, intelligence, response times,
compensating controls, deficiencies, etc.) (Hodhod et al., 2019).

Metrics can help answer BoD-level questions and give executives “ammo” through
quantifiable proof with which to proactively come up with proposed solutions to perceived and
actual threats (Brecht & Nowey, 2012). Metrics can help educate up (senior management/BoD),
across (other teams and departments), and down (entry-level or non-technical employees) by not
only showing what was, what might be, but what can be (Green & Gupta, 2017). Metrics can
help accurately shape an information security budget, focusing on what is important to invest in
and calculating return on that investment once approved and implemented (Szubartowicz, 2018).

Most research did not distinguish metric reporting out of specific security toolsets as
being any greater or any lesser as a challenge but mostly expressed the challenges in a larger,
more generalized grouping. In other words, the research indicated senior leaders in organizations
had difficulty understanding the high-level concepts of cyber security, threats, vulnerabilities,
and specific areas of risk management, regardless of the measurement result or where and how it
was produced (Renaud et al., 2019).

Although security tools are the primary sources for security metrics from the deepest

level to the highest level, and require a great deal of combining each of their separate facets to
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form a cohesive quantifiable result, the research proved there is a greater need to educate-up to
senior leaders with high-level metrics that help them understand the bigger picture of the security
risks they face (Green & Gupta, 2017). In fact, the term “security tool” produced different search
results as the definition had more than one meaning resultant in the research findings, but two
stood out: 1) it can mean an approach (Freund, 2018); 2) it can mean an actual software
application dedicated for security usage (Moon, 2012).

Expanding on metrics/tools as an approach, information security architecture, or the full
integration of security into systems design phase, is one example (Loft et al., 2022). Other
approach examples would include security engineering or the implementation of security by
design Bygrave (2022); security by code, or the emphasis on writing secure code as a
programming foundation Tompkins & Kunkel (2021); shift left security, or placing secure code
at the beginning of the application development process Gadda (2016); and security automation,
or the automatic workflows, triggers, and responses built into security tools that help speed up
response times and actions prior to or during malicious activities (Mavroeidis & Brule, 2020).

Expanding on metrics/tools as applications dedicated for security usage, examples
include red teaming/pentesting software that help test the defenses against a network or other
applications and servers Bryant (2020); vulnerability management and detection response
software can help identify vulnerabilities in systems and make recommended remediations
Kitchen et al. (2021); security information event management software can help aggregate and
analyze systems security logs to detect indicators of compromise Fausto et al. (2021); and
security orchestration automation response software that helps automate detection and response

action workflows to speed up response time (Sarkar et al., 2022).
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Ultimately, the research findings were consistent, as well, across the various years
published. The findings were unanimous in the need for and challenges regarding security
metrics and will continue to be so. They are important and challenging to gather and produce
meaningful results. The next chapter, Chapter Three, explains the procedures and methodology

used to continue this research study.
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Chapter Three
Procedures and Methodology

Introduction

The previous review of the literature revealed there is a disconnect between what
leadership understands and asks for regarding security-related metrics and what metrics are
actually being provided (if any at all). Despite the need for company leaders to learn more about
the cyber-related threats and vulnerabilities they are facing, the types of metrics they are asking
for do not equate to the decisions they are making. The metrics that are being submitted to
leaders do not equate to decisions being made that warrant a sense of confidence in those who
are gathering and submitting the results.

Some studies have been conducted to gather the value of certain types of security metrics.
Some studies have been conducted to discover how best to communicate from down-up (workers
and lower-level managers to senior leaders). This chapter explored the research methodologies
used to discover the differences between metrics gathering and reporting and the types of
decisions (if any) being made resultant of the metrics. This chapter explained the paradigm,
design, procedures, and tests conducted prior to the research findings in Chapter Four.
Research Paradigm

A paradigm, essentially, is a model by which research is conducted, relying on data
gathered and previous research conducted by authoritative experts in their fields (Kivunja &
Kuyini, 2017). This research study took a quantitative paradigm approach. A quantitative
research paradigm is a top-down approach, starting with a hypothesis (based on research
literature and current theories), testing the hypothesis with relevant data, and deciding whether to

accept or reject the hypothesis (Khaldi, 2017).
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Research Design

This study was representative of causal-comparative research using an approved, reliable,
validated, peer-reviewed survey instrument (see Appendix E). Causal-comparative research is
used to identify and test for differences between groups and determine if the differences are
resultant of the independent variable or some other element (Schenker & Jr, 2004). Validity and
reliability are required in order to develop a testing instrument, ensuring the quality of the data
and measurement results (Li, 2016). According to Bernik and Prislan (2016), the survey
instrument was used with permission (see Appendix C: Consent Forms) along with the research
and its contents belonging to Creative Commons Attribution License, which “permits
unrestricted use, distribution, and reproduction in any medium, provided the original author and
source are credited” (pp. 1-3,5). Further information on Creative Commons Attribution
Licensing can be found on their website (Creative Commons, 2022).

The survey was condensed from its original 108 questions to 20 questions. Three original
constructs were kept. This modification of the original instrument was done for the sake of
simplifying the survey participant experience (to avoid survey fatigue) and to better aggregate
relevant results for this research topic (physical controls, for example, were not relevant to this
research topic). Additional reliability and validity tests were conducted to ensure the overall
integrity of the instrument had not been compromised and did support the research questions.

The survey was anonymous (see Sampling Procedures and Data Collection Sources for
more details). All 20 questions were Likert 5-point scale-based, ranging from one to five, with
one representing the lowest variable and five representing the highest variable. Likert scale
questions are designed to capture what would normally be unobservable, weighted expressions

made by the sample representatives of their population (Westland, 2022). Results from each of



EVALUATING THE IMPACT OF METRIC-BASED SECURITY 69

the variables were aggregated into three constructs that mapped to either research question and
its corresponding hypothesis in relation to the theoretical frameworks. Constructs are considered
broader concepts that support the research questions and are made measurable by the variables
(Jodo et al., 2021).

The design used in this research is represented in Figure Five, with the research
questions, hypotheses, and theoretical framework supported by the methodology (sample and
population). The instrument allowed for statistical testing and analysis that formed groupings
that mapped the constructs back to the research questions/hypotheses. Ultimately, the conclusion
supported the theoretical frameworks and answered the research questions.

Figure 5
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Figure 6 illustrated the most important mapping between the constructs and the research
questions, supporting the constructs of adoption, having security metrics in place and maturation,
or the effectiveness of the metrics. Constructs one and two mapped to adoption, answering
research question one. Construct three mapped to maturation, answering research question two.
Figure 6

Mapping of Constructs to Research Questions

Construct 1 _ .
Construct 2 '7 ADOPTION —— Research Question 1
Construct 3 MATURATION —— Research Question 2

Appendix B Figure B1 represents the research design matrix used to visually validate
correlational mappings. The research design matrix assisted in keeping the results of the study
focused and relevant to the design itself. Two research questions, three constructs, five Likert
scale variables, two hypotheses, and five distinct groups formed the entire design. The letter “x”
marked which intersecting factor mapped to each relevant research section/item.

Research question one was mapped to itself, to constructs one and two, to each Likert
scale variable, to the first hypothesis, and to the not adopted and adopted groups. Research
question two was mapped to itself to construct three, to Likert scale variables three through five,
the second hypothesis, and groups not mature and mature. Construct one was mapped to research
question one, construct one, all five Likert scale variables, the first hypothesis, and groups N/A,
not adopted and adopted. Construct two was mapped to research question one, construct two, all

five Likert variables, the first hypothesis, and groups N/A, not adopted, and adopted. Construct
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three was mapped to research question two, construct three, the last three Likert variables, the
second hypothesis, and groups not mature and mature.

Likert variable one was mapped to research question one, construct one and two, its own
Likert variable, the first two hypotheses, and groups n/a and not adopted. Likert variable two was
mapped to research question one, construct one and two, its own Likert variable, the first
hypothesis, and groups n/a and not adopted. Likert variable three were mapped to both research
questions, all three constructs, its own Likert variable, the first hypothesis, and groups n/a,
adopted and not mature. Likert variable four was mapped to both research questions, all three
constructs, its own Likert variable, the first hypothesis, and groups n/a, adopted and not mature.
Likert variable five was mapped to both research questions, all three constructs, its own Likert
variable, the second hypothesis, and groups n/a, adopted, and mature.

Appendix B Figure B1 revealed the mapping of the first hypothesis to research question
one, construct one, the first four Likert variables, its own hypothesis, and groups n/a, not
adopted, and adopted. The second hypothesis was mapped to research question two, constructs
two and three, Likert variable five, its own hypothesis, and groups not mature and mature.

Appendix B Figure B1 revealed how both theoretical frameworks mapped to each
research question, construct, Likert scale, hypothesis, and group, ultimately framing the entirety
of the research. Group n/a was mapped to research question two, all three constructs, all five
Likert variables, hypotheses, and all five groups. Not adopted was mapped to research question
one, constructs one and two, the first two Likert variables, the first hypothesis, and groups n/a
and not adopted.

Adopted was mapped to research question one, constructs one and two, the last three

Likert variables, the first hypothesis, and groups n/a and adopted. Not mature was mapped to
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research question two, construct three, Likert variables three and four, the second hypothesis,

and groups n/a and not mature. Mature was mapped to research question two, construct three,
Likert value five, the second hypothesis, and groups n/a and mature. Lastly, Appendix B Figure
B1 revealed the mapping between the statistical tests used in this study separated between
reliability, descriptive and inferential statistics results to the research questions, constructs, Likert
variables, hypotheses, and groups.

Table 1

Procedural Steps for Recruitment and Instrument Data Collection

Step Procedure

1. Obtained permissions to use instruments from authors/copyright
owners

Created survey questionnaire (Survey Hero)

Created recruitment email template

Created informed consent form template

Submitted permission request emails to companies
Permission responses completed

IRB approval application and approval on July 7, 2022

Survey link submitted to companies (survey open) on July 19, 2022

© © N o g » D

Survey closed on August 19, 2022

-
©

Study closure and IRB closure form submissions

[
=

IRB closure approval

11.  Research completion

Sampling Procedures and Data Collection Sources
Upon permission approvals, an email and/or contact form submission with the
hyperlinked URL to the online survey that was hosted on Survey Hero was submitted to sample

target respondents. The survey was anonymous and voluntary. Survey participants were provided
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an option to agree or disagree prior to answering the questions. The survey contained twenty
total questions with 1 through 5 Likert scale rating selections. Data results were collected and
aggregated for statistical testing and analysis.

The original instrument was modified to fit this research study. The original 80 questions
were reduced to 20 to better fit three constructs. The decision to reduce the original number of
questions also took into consideration the assumption of the likelihood of participants not
continuing through the full survey in its entirety (e.g., participants would be more likely to
complete 20 questions as opposed to 80).

Population

As online data sources continue to grow, obtaining a population and sample group was
made less cumbersome. LinkedIn, a social media site for professionals, has already been used in
such a manner (Mirabeau et al., 2013). Using LinkedIn, a query for “cyber security” with a
people selection filter returned over 1.2 million results. The same source/people selection query
for “information security” returned over 2.6 million results. Often, the two terms are used
interchangeably but do represent different security technology groups. For the sake of this
research, “cyber security” and “information technology” were used interchangeably and included
the entire population of companies that either represent cyber/information security as a
profession (third-party service) or have it within their organization (in-house). Adding both
results totaled 3.8 million security professionals.

In order to narrow down the population results for more targeted research sampling, the
LinkedIn queries were filtered to specific job titles, particularly focusing on leadership roles
within cyber/information security. “Cyber Security Manager” returned 138,000 results.

“Information Security Director” returned 131,000 results. “Cyber Security Director” returned
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51,000 results. “Cyber Security VP” returned 33,000 results. “Information Security VP” returned
43,000 results. “CISO” returned 59,000 results, as a Chief Information Security Officer is the
highest position within either cyber or information security. Adding the results totaled 455,000
cyber/information security professionals in leadership positions, making up the population size
for this study.
Sampling

Given the population size of 455,000, a targeted sample size of 106 (n = 106) responses
was needed to have a reliable analysis of the data results. Table Two presented the calculated
results using the sample size formula of x = Z(¢/100)2r(100-r); n = N x/((N-1)E2 + x); E =
Sgrt[(N - n)x/n(N-1)]. One hundred-five total responses were collected, coming in just short of
one required response for the survey results to match the sample size calculation. This survey
provided no rewards or incentives for participants. Online surveys produce a 10-to-15% rate of

response where no incentive factors exist (Jensen, 2016).

Table 2

Sample Size

Population Size 455,000
Confidence 90%
Error 8%
Distribution 50%
Sample Size (n) 106

Representative sampling was utilized for this research. Information security companies
were chosen specifically with an emphasis on leadership positions within each company. A site
permission request for approval was emailed to representatives of each company (which varied

from account managers to human resources personnel). Their approval emails were collected.
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After formal IRB approval, the site recruitment form with the link to the actual survey was sent
to the same points of contact per-company.

Prior to taking the survey, participants were presented with a mandatory informed
consent form page that assured each participant’s anonymity and purpose of the study (see
Appendix C). The survey participant was given the option of accepting or declining the informed
consent form page. If the participant selected AGREE, he/she would be taken to the twenty-
question survey; if the participant selected DISAGREE, he/she would be taken to a thank you for
participating page and advance no further.

Eight companies were selected for the survey. Of the eight, seven responded. Of the
seven, five gave permission for testing. On July 19, 2022, the survey link hosted on SurveyHero
was submitted to the five companies. The survey remained active for one month. On August 19,
2022, the survey was closed. The data was exported from SurveyHero in CSV format,
aggregating the count of participant answers per-question based on each Likert scale variable.
Variable Data Collection and Questions

The following section detailed the data collection design to include variables, types,
scale/range, and research questions (mapping). The data source was the same: Security Survey
for Organizations. All 20 questions were Likert scale containing the same range of one through
five and the same variables of:

1. Measures in this area have not been adopted yet.

2. Measures in this area are planned.

3. Measures in this area have been partially adopted.

4. Measures in this area are almost fully adopted.

5. Measures in this area are fully activated and functioning properly.
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Construct One Organizational Culture and Top Management Support.
Organizational culture and top management support refer to the adoption of security
metrics/measurements found in research question one (adoption): does having/using security
metrics affect security decision-making in a company? This construct consisted of survey
questions one through seven:

1. pursuing the principle of efficiency in information security — economy/cost

optimization;

2. inclusion of information security in the planning of organizational projects and

changes;

3. leadership familiarity with security needs — direct communication channels;

4. organizations’ innovativeness, excellence, and continuous development in the field of

information technology;

5. adequate staffing and financial support to information security;

6. clearly defined organizational hierarchy and job classification regarding management

of organizational security;

7. leadership involvement in information security planning

Construct Two: Information Security Policy and Compliance. Information security
policy and compliance referred to the adoption of security metrics/measurements found in
Research question one (adoption): does having/using security metrics affect security decision-
making in a company? This construct consisted of survey questions eight through twelve:

8. adoption of a formal information security policy;

9. continuous development and upgrading of information security — control of risks and

conformity;
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10. regular management reviews and internal audits;

11. compliance with relevant legislation;

12. analysis of examples of information security best practices — benchmarking.

Construct Three: Security Management Maturity. Security management maturity
referred to research question two (maturation): does the effectiveness of security metrics affect
security decision-making in a company? This construct consisted of survey questions thirteen
through twenty:

13. strategic and long-term planning of information security — proactive approach;

14. development of information security as a business function or special

department/service within an organization;

15. adequate personnel structure — recruitment of qualified staff;

16. formal authority of security personnel — ability of decision-making;

17. cooperation with other organizational authorities in information security planning;

18. regular vertical and horizontal security meetings;

19. team decision-making regarding management of critical security risks;

20. management of employees’ security culture and motivational activities.
Statistical Tests

Statistical testing is used to test hypotheses based on the sample data of a given
population, allowing the results of the test to either support or reject the hypotheses (Dyke et al.,
2022). Statistical tests were conducted using Microsoft Excel (Version 2207) Data Analysis add-
in and IBM SPSS Statistics (Version 28) predictive analytics software. This sub-section

described the types of tests conducted for this research.
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Reliability

Cronbach’s Alpha. Although the original approved instrument had already been tested for
validity and consistency, the use of its original 80 questions was deemed excessive for this
research. The original survey was reduced to 20 questions against three constructs to help
support the research questions (see Appendix B, Figures B through D). Cronbach’s Alpha was
used to measure internal consistency against the overall (modified) survey and against each of
the three original constructs. Table Three revealed the alpha results that were calculated against a
custom grid.
Table 3

Cronbach's Alpha Internal Consistency and Acceptability Grid (

Internal
Low High Acceptability
Consistency

9 >.9  excellent

.8 .89 good acceptable

v .79 acceptable

.6 .69 guestionable

5 .59 poor not acceptable

<0 .49 unacceptable

Note. BrckaLorenz et al. 2013.
Descriptive Statistics

Descriptive statistical testing included frequency and distribution shape (bell
curve/central tendency, kurtosis, bar and line graphs, etc.), range (max, min, range, median,

mean, mode), variance, and standard deviation. The primary goal was to explore the description
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of the data results — groupings, parings, and patterns — to determine differences and comparisons.
Ultimately, descriptive statistics help drive descriptive analysis, allowing for numbers and
visuals (graphs/charts) to be condensed into meaningful outcomes (Kiyici & Yamak, 2021).
Inferential Statistics

Inferential statistical testing was used in order to come to a conclusion(s) about the data
results. What correlations (relationships) could be found from the datasets? Were the results
significant? What can be inferred from the analyses about the population they represent?
Inferential statistics help drive a mathematical deduction using random samples from a
population to discover the differences, cause-and-effect, or similarities/correlations (Park, 2022).
Table Four explains which inferential statistical test was used against each question and each
corresponding construct and the predicted analytical conclusion. Specifically, t-tests were used to
test the difference in the means between groups. They are generally used in hypothesis testing to
determine if the difference in means is significant (Field, 2013).
Table 4

Constructs, Survey Question Scale, Statistical Test, and Conclusion of Analyses

Research ~ Construct Survey Statistical Tests Analysis/Conclusion

Questions  Number  Questions

1 1 1-7 t-Tests Are the means significantly different?

1 2 8-12 t-Tests Are the means significantly different?

2 3 13-20 t-Tests Are the means significantly different?
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Summary
Chapter Three focused on procedures, methodology, and tests used to conduct this
study’s quantitative, non-experimental causal-comparative research. The chapter explained the
selection of a cyber security/information security population and its targeted sample
representatives. The chapter described the twenty-question survey instrument used to gather data
from its anonymous participants. Survey results helped determine if there were differences
(statistical significance) between this study’s two research questions:
1. Is there a statistically significant difference between having and not having security
metrics in security decision-making for a company (adoption)?
2. Is there a statistically significant difference between using and not using security
metrics in security decision-making for a company (maturation)?
The next chapter, Chapter Four, focuses on analyzing Chapter Three’s research. Details
were included regarding survey participants, instruments, research setting, and analysis of the
research questions. Findings from the data results and analysis of independent variables were

also described.
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Chapter Four
Research Findings
Introduction

The main goal of this study was to test research questions concerning security metrics
and their effect on leadership decision-making in a company (Chapter One). An approved
instrument was used to measure the variables associated with the research, with statistical tests
conducted to analyze the results discussed in this chapter. This chapter was organized into two
main sections: (a) participants and research setting; (b) analysis of research questions.
Participants and Research Setting

The representative sample was made up of 105 (N = 105) respondents from five separate
cyber security companies. Given the nature of cyber security, it was intentional to choose
representatives from the field. Respondents represented leadership roles within their departments
that could have varied from a senior engineer or analyst to lead, supervisor, manager, director, or
higher (typically associated with a vice president or chief executive). The rationale behind
selecting cyber security leaders was to eliminate potential on-the-job bias from lower positions.
Other variables such as age, gender, or geographic location were considered irrelevant to this
study since the cyber security discipline is a global one that does not favor/deny results based on
typical characteristics.

The survey consisted of 20 questions on a scale of 105 items. Three constructs were
created from the survey that mapped to the two research questions. There can be a risk of alpha
inflation regarding an alpha score greater than the recommended high value of .90 (Tavakol &
Dennick, 2011). To avoid the potential of alpha inflation and the possibility of question

redundancy, additional reliability testing was conducted against the overall survey. Statistical test
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results were framed against each research question, along with a comparison between both
research questions to address the overall research topic itself.
Survey Instrument

An approved, reliable and valid instrument was used to gather data for this study (Bernik
& Prislan, 2016). In regards to reliability, Table Five revealed the Cronbach's Alpha was .94 (a =
.94). The value was considered acceptable, indicating the overall survey instrument questions
were reliable. Table Six explained variance results from the summary item statistics that were
minimal (¢ = .036). Figure Seven revealed the results of the survey that indicated a normal
distribution with a probability of .99 (p = .998) and a standard deviation of 7 (¢ = 7).
Table 5

Reliability Test: Results from Cronbach’s Alpha for Reliability

Cronbach's Alpha
Cronbach's  Based on
Alpha Standardized Items N of Items
944 .945 20

Table 6

Summary Item Statistics

Mean | Min | Max | Range | Max/Min | Variance :\tlecr)r]:s
Item Means 3.330 3.124 3,505 .381 1.122 .009 20
Item 1.818 1.543 2.159 .616 1.399 .036 20
Variances
Inter-ltem .833 .363 1.422 1.060 3.920 .031 20
Covariances
Inter-1tem 460 .201 721 521 3.596 .009 20

Correlations
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Figure 7

Frequency Calculation of Survey
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Analyses of Research Questions

This section and its subsections represented the data analysis gathered for this study’s
research. Figure 8 illustrated the flow of the analysis of the research questions and their
corresponding constructs. Descriptive and inferential statistics were used to look for statistical

significance where applicable.

Figure 8

Analysis of Research Questions and Constructs
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Research Question One: Adoption (Constructs One and Two)

Is there a statistically significant difference between having and not having security
metrics in security decision-making for a company (adoption)? Constructs one and two were
analyzed. Figure Nine revealed that, among the survey participants, 26% of respondents fell
under the not adopted group. Seventy-four percent of respondents fell under the adopted group.

Zero percent of respondents fell under the not applicable group.

Figure 9

Descriptive Statistics Comparing Adopted to Not Adopted

Adoption

Not
Applicable
0%

An independent samples t-test was conducted between the groups adopted and not
adopted to test the significance of having or not having security metrics and decision-making in a
company. No testing was required for the not applicable group since all survey respondents were
applicable. There was a statistically significant difference in the means between adopted (M =
25.9, SD = 2.1) and not adopted (M = 13.65, SD = 2.1); t(98) = 13.34, “p <.05.” The results
suggested a significant effect on company decision-making regarding the adoption or non-

adoption of security metrics.
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Construct One: Organizational Culture and Top Management Support (Adoption).
Survey selections one and two mapped to the group of not adopted as measures in this area had
not been adopted yet, and measures in this area were planned (but not adopted yet). Survey
responders who chose either selection fell under the not adopted group as a result. Survey
selections three, four, or five mapped to the adopted group as measures in this area had been
partially, almost fully, or were fully activated and working properly. Survey responders who
chose any of these three selections fell under the adopted group as a result. Figure 10 displayed
the results of the survey for construct one that indicated a normal distribution with a probability

of .99 (p =.997) and a standard deviation of 8 (c = 8).

Figure 10

Frequency Calculation of Construct One
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Survey Question One. Pursuing the principle of efficiency in information security —
economy/cost optimization. The first survey question focused on a cost metric. It addressed the
adoption of efficiency and effectiveness within the organization’s information security program
in regard to economics and cost. A study conducted in 2020 explained a correlation between
reinvesting in security improvement spending would result in a positive return (Farrow &
Winterfeldt, 2020). Having support from senior leadership influences whether or not an
information technology budget will be successful or a failure (Abdul-Samad & Kulandaisamy,
2022).

Results from the survey question revealed 73% of respondents’ companies had adopted
the metric while 27% had not adopted it. Of the companies that adopted the metric, 52% were
not mature, while 21% were mature. Of the companies that did not adopt the metric, 39% had not
planned to adopt it, while 61% planned to.

Survey Question Two. Inclusion of information security in the planning of organizational
projects and changes. The second survey question focused on an inclusion metric. It addressed
the adoption of including information security as a functional department in the planning stages
of projects and change management. Leaders recognize the importance of including security in
the decision-making and planning stages in order to better avoid potential data loss and damage
to business and reputation (Mukherjee, 2019). Management involvement challenges are most
prevalent concerning the strategic level of leadership (Lehto & Limnéllb, 2021).

Results from the survey question revealed 71% of respondents’ companies had adopted
the metric while 29% had not adopted it. Of the companies that adopted the metric, 55% were
not mature, while 16% were mature. Of the companies that did not adopt the metric, 33% had not

planned to adopt it, while 67% planned to.
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Survey Question Three. Leadership familiarity with security needs — direct
communication channels. Question Three focused on a communication metric. It addressed the
need for leaders to be familiar with the security needs---with an emphasis on direct
communication channels. Leaders and subordinates need to speak the same language, essentially,
in order to better understand the communication of security needs from a top-down and bottom-
up approach (Burrell, 2018).

Results from the survey question revealed 79% of respondents’ companies had adopted
the metric while 21% had not adopted it. Of the companies that adopted the metric, 56% were
not mature, while 23% were mature. Of the companies that did not adopt the metric, 45% had not
planned to adopt it, while 55% planned to.

Survey Question Four. Organizations’ innovativeness, excellence and continuous
development in the field of information technology. Question four focused on an innovation and
development metric. It addressed the importance of maintaining being innovative and
progressive with continuous improvement in the information technology field. Technology
advances can contribute toward value-added efficiencies, discoveries, and communication (Carlo
et al., 2014). There was a correlation between technology process improvement and company
performance (Saragih & Harisno, 2015).

Results from the survey question revealed 75% of respondents’ companies had adopted
the metric while 25% had not adopted it. Of the companies that adopted the metric, 55% were
not mature, while 20% were mature. Of the companies that did not adopt the metric, 35% had not

planned to adopt it, while 65% planned to.
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Survey Question Five. Adequate staffing and financial support to information security.
Question five focused on a support metric regarding information security (staffing and financial
support). Overall, a security risk is significantly mitigated due to staff training (Kweon et al.,
2021). Research suggests malicious actors target companies that do not plan for or spend against
a fully developed information security budget (McLaughlin & Gogan, 2018). Small-to-medium-
sized companies, in particular, are at a disadvantage to high malicious targeting due to a lack of
financial investment in information security innovations and programs (Mazzoccoli & Naldi,
2022).

Results from the survey question revealed 75% of respondents’ companies had adopted
the metric while 25% had not adopted it. Of the companies that adopted the metric, 55% were
not mature, while 20% were mature. Of the companies that did not adopt the metric, 35% had not
planned to adopt it, while 65% planned to.

Survey Question Six. Clearly defined organizational hierarchy and job classification
regarding management of organizational security. Question six focused on an organization
metric with emphasis on clear definitions of security jobs (roles/responsibilities). Based on a
2020 security policies and practices study, the researchers discovered most of the information
technology positions that handled sensitive data were not involved with risk management or
security practice development (Sadok et al., 2020). Security job roles must be clearly defined
with descriptions, duties, and responsibilities in order for the employee to be effective (Wood,

2020).
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Results from the survey question revealed 73% of respondents’ companies had adopted
the metric while 27% had not adopted it. Of the companies that adopted the metric, 50% were
not mature, while 23% were mature. Of the companies that did not adopt the metric, 32% had not
planned to adopt it, while 68% planned to.

Survey Question Seven. Leadership involvement in information security planning.
Question seven focused on the relevance of leadership being involved with and supporting
employees regarding the adoption of security practices. The importance of being supported by
leadership equates to a willingness to act (Hsin-WeiWang et al., 2021). Situational awareness
and timely decision-making are necessities for all decision-makers (Lehto & Limnéllb, 2021).
Figure 18 indicated 76% of survey respondents’ companies adopted this metric while 24% did
not adopt it.

Results from the survey question revealed 76% of respondents’ companies had adopted
the metric while 24% had not adopted it. Of the companies that adopted the metric, 56% were
not mature, while 20% were mature. Of the companies that did not adopt the metric, 60% had not
planned to adopt it, while 40% planned to.

Table Seven illustrated how each survey question’s metric type corresponded to the
results for Construct One (adoption). Regarding cost, 73% of respondents’ companies had
adopted the metric, while 27% had not. Regarding inclusion, 71% of respondents’ companies
had adopted the metric, while 29% had not. Regarding communications, 79% of respondents’

companies had adopted the metric, while 21% had not.
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Regarding innovation and development, 71% of respondents’ companies had adopted the
metric, while 29% had not. Regarding support, 75% of respondents’ companies had adopted the
metric, while 25% had not. Regarding organization, 73% of respondents’ companies had adopted
the metric, while 27% had not. Regarding leadership, 76% of respondents’ companies had

adopted the metric, while 24% had not.

Table 7

Organizational Culture and Top Management Support

Metric Type El\ggpte q Adopted | N/A I’tl/lgtture Mature xggpte q Planned
Cost 27% 73% 27% 52% 21% 39% 61%
Inclusion 29% 71% 29% 55% 16% 33% 67%
Communication 21% 79% 21% 56% 23% 45% 55%
Innovation & Development  29% 71% 29% 51% 20% 40% 60%
Support 25% 75% 25% 55% 20% 35% 65%
Organization 27% 73% 27% 50% 23% 32% 68%
Leadership 24% 76% 24% 56% 20% 60% 40%

Construct Two: Information Security Policy and Compliance (Adoption). As with
construct one, survey selections one and two mapped to the construct group of not adopted as
measures in this area had not been adopted yet, and measures in this area were planned (but not
adopted yet). Survey responders who chose either selection fell under the not adopted group as a
result. Survey questions three, four, or five mapped to the construct group adopted as measures
in this area had been partially, almost fully, or were fully activated and working properly. Survey
responders who chose any of these three selections fell under the adopted group as a result.
Figure 11 detailed the results of the survey for construct two that, indicated a normal distribution

with a probability of .99 (p =.997) and a standard deviation of 8 (¢ = 8).
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Figure 11

Frequency Calculation of Construct Two
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Survey Question Eight. Adoption of a formal information security policy. Question eight
focused on a security policy metric. A study conducted in 2021 resulted in survey participants
considering security policies to be the most important aspect of a business but commented their
leaders did not clearly communicate those policies to employees (Hsin-WeiWang et al., 2021).

Results from the survey question revealed 75% of respondents’ companies had adopted
the metric while 25% had not adopted it. Of the companies that adopted the metric, 50% were
not mature, while 25% were mature. Of the companies that did not adopt the metric, 38% had not

planned to adopt it, while 62% planned to.
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Survey Question Nine. Continuous development and upgrading of information security—
control of risks and conformity. Question nine focused on a continuous development metric with
focus on risk control and conformity (of security standards and policies). In order to successfully
implement and ensure employee adoption of and behavior toward a security program, adequate
leadership is necessary (Guhr et al., 2018). The National Institute of Standards and Technology
(2018) states, “Risk management is the ongoing process of identifying, assessing, and
responding to risk. To manage risk, organizations should understand the likelihood that an event
will occur and the potential resulting impacts” (pp. 4,19).

Results from the survey question revealed 71% of respondents’ companies had adopted
the metric while 29% had not adopted it. Of the companies that adopted the metric, 51% were
not mature, while 20% were mature. Of the companies that did not adopt the metric, 33% had not
planned to adopt it, while 67% planned to.

Survey Question Ten. Regular management reviews and internal audits. Question 10
focused on an audit metric emphasizing regular management reviews (leadership involvement
with the audit process). The adoption of security standards, frameworks, best practices, and
experiences from other industry-related businesses can help an organization review its security
posture (Taherdoost, 2022). The audit process includes interviews and reviews of policies,
procedures, and gathered evidence that corroborates whether or not a company is doing what
they intend to do/say they are (Satoh, 2019).

Results from the survey question revealed 74% of respondents’ companies had adopted
the metric while 26% had not adopted it. Of the companies that adopted the metric, 51% were
not mature, while 23% were mature. Of the companies that did not adopt the metric, 56% had not

planned to adopt it, while 44% planned to.
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Survey Question Eleven. Compliance with relevant legislation. Question eleven focused
on a compliance metric emphasizing legislation as relevant to a company’s given industry. A
company must be aware of security risks and be compliant with security policies designed to
reduce the risks (Karlsson et al., 2021). Security risks can often equate to legal ramifications for
a company if not mitigated effectively or efficiently (Hoffmann et al., 2015).

Results from the survey question revealed 73% of respondents’ companies had adopted
the metric while 27% had not adopted it. Of the companies that adopted the metric, 40% were
not mature, while 33% were mature. Of the companies that did not adopt the metric, 36% had not
planned to adopt it, while 64% planned to.

Survey Question Twelve. Analysis of examples of information security best practices—
benchmarking. Question twelve focused on a benchmarking metric in terms of security best
practices. Best practices can be summed up by the adoption of proven techniques, shared applied
knowledge, what works versus what does not, acceptable usage practices, and effective support
mechanisms (Alhogail, 2020).

Results from the survey question revealed 74% of respondents’ companies had adopted
the metric while 26% had not adopted it. Of the companies that adopted the metric, 54% were
not mature, while 20% were mature. Of the companies that did not adopt the metric, 41% had not
planned to adopt it, while 59% planned to.

Table 8 illustrated how each survey question’s metric type corresponded to the results for
Construct Two (adoption). Regarding policy, 75% of respondents’ companies had adopted the
metric, while 25% had not. Regarding continuous development, 71% of respondents’ companies

had adopted the metric, while 29% had not.
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Regarding audit, 74% of respondents’ companies had adopted the metric while 26% had
not. Regarding compliance, 73% of respondents’ companies had adopted the metric while 27%

had not. Regarding benchmarking, 74% of respondents’ companies had adopted the metric while

26% had not.

Table 8

Information Security Policy and Compliance

Metric Type Qﬁgpte q Adopted | N/A ugture Mature 'L\l dootpte q Planned
policy 25% 75% 25% 50% 25% 38% 62%
continuous development  29% 71% 29% 51% 20% 33% 67%
audit 26% 74% 26% 51% 23% 56% 44%
compliance 27% 73% 27% 40% 33% 36% 64%
benchmarking 26% 74% 26%  54% 20% 41% 59%

Research Question Two: Maturation (Construct Three)

Is there a statistically significant difference between using and not using security metrics
in security decision-making for a company (maturation)? The construct of maturation of security
metrics was analyzed. Figure 12 indicated among the survey participants, 26% of respondents
fell under the not applicable group (which directly correlated to respondents falling under the not
adopted group). The correlation was due to the fact that a company could not have a mature or
not mature security metric if it did not exist in the first place.

Figure 12

Percent of Mature, Not Mature, and Not Applicable
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Maturation

Not
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An independent samples t-test was conducted between the groups mature and not mature
to test the significance of having and using security metrics with the assumption metrics have
already been adopted. No testing was required for the not applicable group since there could be
no degree of maturation if metrics were not already in place. There was a statistically significant
difference in the means between not mature (M = 26.88, SD = 4.9) and mature (M = 23.95, SD =
4.5); 1(58) = 2.25, “p < .05.” The results suggested a significant effect on company decision-
making regarding the maturity of adopted security metrics.

Construct Three: Security Management Maturity (Maturation). To differentiate the
construct of maturation versus adoption, survey selections one and two mapped to the construct
group of not adopted as measures in this area had not been adopted yet, and measures in this area
were planned but not adopted yet. Survey responders who chose either selection fell under the
not adopted group and the not applicable group of maturation because one could not be mature or
not mature if one had not adopted the metric. Survey selections three and four mapped to the
construct groups of adopted and not mature. Survey selection five mapped to the construct

groups of adopted and mature as measures in this area had been fully activated and working

properly.
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Figure 13 details the results of the survey for Construct Three. It indicated a normal
distribution (bell curve). There was a probability of .99 (p =.9976) and a standard deviation of 7
(c=17).

Figure 13

Frequency Calculation of Construct Three
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Survey Question Thirteen. Strategic and long-term planning of information security —
proactive approach. Question thirteen focused on a proactive planning metric regarding
information security. Strategic and effective planning for security risk mitigation requires
knowledge of the systems (Yang et al., 2014). Security’s role in strategic decision-making
correlates with a positive effect on the overall level of information security within an
organization (Kumar et al., 2020).

Results from the survey question revealed 72% of respondents’ companies had adopted
the metric while 28% had not adopted it. Of the companies that adopted the metric, 56% were
not mature, while 16% were mature. Of the companies that did not adopt the metric, 31% had not

planned to adopt it, while 69% planned to.
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Survey Question Fourteen. Development of information security as a business function
or special department/service within an organization. Question fourteen focused on a
specialization metric with emphasis on organization-specific representation for information
security (departments and/or services). Information security serves to identify and help mitigate
various security threats to the organization (Alazzawi, 2021). There is a need for autonomous yet
cooperative involvement and inclusion of information security (as a department) in the activities
and decision-making processes of an organization in order to better represent security risks and
their mitigations (Zaskorski & Wozniak, 2022).

Results from the survey question revealed 75% of respondents’ companies had adopted
the metric while 25% had not adopted it. Of the companies that adopted the metric, 57% were
not mature, while 18% were mature. Of the companies that did not adopt the metric, 50% had not
planned to adopt it, while 50% planned to.

Survey Question Fifteen. Adequate personnel structure — recruitment of qualified staff.
Question fifteen focused on a qualification metric emphasizing the adequacy of security staff.
Due to a current shortage of adequately trained security personnel, organizations are taking
different approaches regarding training and recruitment (Mitkovskiy et al., 2019). The
implementation of information security training and education equates to an organization’s
improved security and reduction of security risks (Kweon et al., 2021).

Results from the survey question revealed 71% of respondents’ companies had adopted
the metric while 29% had not adopted it. Of the companies that adopted the metric, 41% were
not mature, while 30% were mature. Of the companies that did not adopt the metric, 37% had not

planned to adopt it, while 63% planned to.
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Survey Question Sixteen. Formal authority of security personnel —ability of decision-
making. Question sixteen focused on an empowerment metric with emphasis on the ability of
security personnel having the authority to make decisions. Empowered employees have a greater
sense of authority in complying with and making decisions toward the overall support for
information security programs and policies (Dhillon et al., 2020). Radojevic and Ljustina (2015)
state in order to more effectively enforce security policies, security personnel require “sufficient
authority to carry out their assigned responsibilities” (p. 93).

Results from the survey question revealed 76% of respondents’ companies had adopted
the metric while 24% had not adopted it. Of the companies that adopted the metric, 50% were
not mature, while 26% were mature. Of the companies that did not adopt the metric, 40% had not
planned to adopt it, while 60% planned to.

Survey Question Seventeen. Cooperation with other organizational authorities in
information security planning. Question seventeen focused on a compliance metric (cooperation
and compliance with regulatory entities). The focus was on being regulatory compliant,
essentially, which is an indicator of meeting requirements. Companies see an increase in
penalties due to regulatory compliance violations (Pacella, 2020). The National Institute of
Standards and Technology (2018) describes the governance of IT risk as a “process is in place to
support compliance of cybersecurity activities with applicable privacy laws, regulations, and
Constitutional requirements” (pp. 4,19).

Results from the survey question revealed 74% of respondents’ companies had adopted
the metric while 26% had not adopted it. Of the companies that adopted the metric, 49% were
not mature, while 25% were mature. Of the companies that did not adopt the metric, 41% had not

planned to adopt it, while 59% planned to.
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Survey Question Eighteen. Regular vertical and horizontal security meetings. Question
eighteen focused on a meeting cadence metric. The emphasis was on consistency across and
above the security team in terms of attendants (representation that had matured from the security
team to include upper management). Having leaders help champion and monitor employee-
compliant behavior is necessary to help reduce security policy violations (Ahmad et al., 2018).
Organizational representation of security awareness involves the combined involvement between
employees and leaders (Karasz & Kaollar, 2020).

Results from the survey question revealed 71% of respondents’ companies had adopted
the metric while 29% had not adopted it. Of the companies that adopted the metric, 46% were
not mature, while 25% were mature. Of the companies that did not adopt the metric, 43% had not
planned to adopt it, while 57% planned to.

Survey Question Nineteen. Team decision-making regarding management of critical
security risks. Question nineteen focused on a team decision-making metric. The emphasis was
on critical security risks (risk management). The importance of having involved the entire team
as they are responsible for prevention, mitigation, remediation, and overall risk reduction.
Decision-making involves interaction, information exchange, and can vary depending on the
situation (Kamunen et al., 2022). New and old risks can be better recognized through
situationally-aware team-based decision-making (Anjaria & Mishra, 2018).

Results from the survey question revealed 74% of respondents’ companies had adopted
the metric while 26% had not adopted it. Of the companies that adopted the metric, 50% were
not mature, while 24% were mature. Of the companies that did not adopt the metric, 26% had not

planned to adopt it, while 74% planned to.
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Survey Question Twenty. Management of employees’ security culture and motivational
activities. Question twenty focused on a culture and motivation metric. Special emphasis was on
the management of employees regarding the metric. There are still some inconsistencies and an
overall lack of consensus regarding how information security culture should be measured, but its
importance is recognized nonetheless (Orehek & Petri¢, 2020). A motivated staff is more apt to
adopt and share an information security culture, particularly if they are involved in security
procedure planning and decision-making (Metalidou et al., 2014). Senior management support
and workplace standards are essential in how they empower employee information security
cultural adoption (Cuganesan et al., 2018).

Results from the survey question revealed 76% of respondents’ companies had adopted
the metric while 24% had not adopted it. Of the companies that adopted the metric, 51% were
not mature, while 25% were mature. Of the companies that did not adopt the metric, 40% had not
planned to adopt it, while 60% planned to.

Table 9 illustrated how each survey question’s metric type corresponded to the results for
Construct Three (maturation). Regarding planning, 16% of respondents’ companies were mature
with the metric, while 56% were not. Regarding specialization, 18% of respondents’ companies
were mature with the metric, while 57% were not. Regarding qualification, 30% of respondents’
companies were mature with the metric, while 41% were not. Regarding empowerment, 26% of

respondents’ companies were mature with the metric, while 50% were not.
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Regarding compliance, 25% of respondents’ companies were mature with the metric,
while 49% were not. Regarding meeting cadence, 43% of respondents’ companies were mature
with the metric, while 46% were not. Regarding team decision-making, 24% of respondents’
companies were mature with the metric, while 50% were not. Regarding culture and motivation,

25% of respondents’ companies were mature with the metric, while 51% were not.

Table 9

Security Management Maturity

Not Not Not
Metric Type Adopted Adopted | N/A  Mature Mature | Adopted Planned
Planning 28% 72% 28% 56% 16% 31% 69%
Specialization 25% 75% 25% 5% 18% 50% 50%
Qualification 29% 71% 29% 41% 30% 37% 63%
Empowerment 24% 76% 24% 50% 26% 40% 60%
Compliance 26% 74% 26% 49% 25% 41% 59%
Meeting Cadence 29% 71% 29% 46% 25% 43% 57%
Team Decision-making 26% 4% 26% 50% 24% 26% 74%
Culture & Motivation 24% 76% 24% 51% 25% 40% 60%

Research Questions Comparison: Adoption to Maturation

In order to address the overall subject of this research, it was necessary to compare both
research questions and their constructs to one another, which included adoption and maturation.
Figure 14 indicated 74% of survey respondents fell under the adopted group, while 23% of the
respondents fell under the mature group. Twenty-six percent of respondents fell under the not
adopted group, while 51% of respondents fell under the not mature group. Twenty-six percent of
respondents fell under the not adopted group, while 26% of respondents fell under the not
applicable group. Twenty-six percent of respondents fell under the not adopted group, while 23%

of respondents fell under the mature group.
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Figure 14

Comparison Charts Between Adoption and Maturity
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The groups not adopted, sub-groups not adopted and not planned, and not adopted and

planned were analyzed. Table 10 presented results that indicated 40% of the companies fell

under not adopted and not planned. The result equated to 10% of the overall survey responses;

60% of the companies fell under not adopted and planned. The result equated to 16% of the

overall survey responses.
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Table 10
Statistics Comparing Not Adopted and Not Planned to Not Adopted but Planned

Comparison Not Adopted: Not Planned to Planned

Group Count %
Adopted?! 78 74%
Not Adopted/Not Planned 11 10% 40%
Not Adopted/Planned 17 16% 60%

! Entry in place for reference

Summary

Regarding the first research question that addressed whether or not companies have
security metrics in place and their effect on decision-making (is there a statistically significant
difference between having and not having security metrics in security decision-making for a
company?), results indicated a statistically significant difference in the means between groups
adopted and not adopted (“p < .05). Regarding the second research question that addressed
whether or not the maturity of security metrics already adopted and their effect on decision-
making (is there a statistically significant difference between using and not using security
metrics in security decision-making for a company?), results indicated a statistically significant
difference in the means between groups mature and not mature (“p < .05”).

Of interest were the Likert scale selections and the statistical analysis from them, in
particular, selections one and two, since they represented companies that did not adopt security
metrics. Of that group, 40% of survey responders selected Likert scale answer one on each
question, indicating no adoption of security metrics and no plan to do so. Having no plan to do
so would be an indirect indicator of non-intent. Of the same group, 60% of survey responders
selected Likert scale answer two on each question, indicating a plan to adopt security metrics but

had not done so yet. Having a plan to adopt would be an indirect indicator of intent.
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In Chapter Four, an introduction was provided that explained the goal and order of the
research, participants, samples, statistical tests, and analyses. Data results from twenty survey
questions, three constructs, two research questions, and the overall survey instrument were
analyzed utilizing descriptive and inferential statistics. The next chapter, Chapter Five,
summarized the results of the entire research that was discussed, including implications. It also

presented recommendations for future research to advance the findings from this study.
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Chapter Five
Summary, Discussion, and Implications
Introduction

The importance of having and using security metrics is determined by its participants and
audience. Not only can value of position be demonstrated to an organization, the communication
of risk and its consequences, too, can be effectively expressed in terms of metrics. Ultimately,
the greatest return on security metrics investment is the drive toward maturity, efficiency, and
overall effectiveness of an organization’s information security program (Blass et al., 2019).

Chapter One detailed the background and problem statement of this study, explaining the
purpose and its significance. It positioned the constructs of adoption and maturation with
research questions (is there a statistically significant difference between having and not having
security metrics in security decision-making for a company [adoption]? Is there a statistically
significant difference between using and not using security metrics in security decision-making
for a company [maturation]?). Chapter One also explained the theoretical frameworks this study
appended to regarding decision theory and stakeholder theory. Limitations, assumptions, and
definitions were also detailed.

Chapter Two involved the literature research related to this study with categorical
groupings by what security metrics are and why they matter. Focus was on different types of
metrics that included performance, frameworks, risk, models, and measurements. The current
state (challenges) regarding metrics included data collection, analysis, reporting, getting buy-in,
challenges in consistent resources, complexity, cost, and utilization (challenges in using them).

The literature tended to lean toward how important security metrics are but also how difficult
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they can be to obtain, work with, and produce meaningful results (mostly toward organizational
leaders).

Chapter Three outlined and explained this study’s research paradigm, design,
recruitment, and instrument procedures. How samples would be obtained from a defined
population (of the study) was explained, along with the steps taken to conduct the survey, define
its variables, frame its questions, and collect the data. Lastly, the chapter listed the types of
statistical tests that would later be used to analyze the gathered data, including reliability,
descriptive, and inferential statistical analyses.

Chapter Four detailed the survey participants and findings from their survey question
responses. The overall survey instrument, research questions, and constructs were analyzed along
with the survey answers with the goal of answering this study’s research questions that were also
framed by this study’s hypotheses. Meaningful results were obtained from the results of the
statistical analyses to show whether or not there was statistical significance in the findings.
Chapter Five discussed this study’s findings, implications, recommendations for future research,
and a summary of the overall research.

Practical Assessment of Research Questions

In order to address the purpose and results of this research study, it was important to
compare and contrast the findings from Chapter Four to the previous research discussed in
Chapter Two. Consistent results from previous research confirmed security metrics’ importance
to decision-making within companies (Green & Gupta, 2017). Results also confirmed challenges
existed regarding adoption and maturation of security metrics within companies (Renaud et al.,
2019).

Research Question One
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Research question one focused on the construct of adoption. The question asked if there
was a statistically significant difference between having and not having security metrics in
security decision-making for a company. Test results suggested there was a significant difference
(Hal). Companies that do have metrics in place tend to make use of their data to help drive
important decisions regarding their cyber security posture. In other words, not having security
metrics equates to a blindness toward---and an inability to defend against---cyber-related threats
of any kind (Ferens, 2021).

An average 26% of survey responders acknowledged their companies had not adopted
security metrics specific to policy, continuous development, audit, compliance, or benchmarking.
Policy is created through decision-making and documentation, and without formal
documentation, there can be no process to follow, much less improve upon (Bernik & Prislan,
2016). Continuous development requires process improvement, and without a thing to improve
upon, there can be no development (Shreeve et al., 2020). Audit and compliance are driven by
third party requirements and legislation, and without meeting requirements, companies may face
fines or significant business disruptors (Akhyari et al., 2018). Benchmarking is a measurement,
but without a thing to measure, there can be no way of showing improvement (Lennon, 2003).

An average 26% of survey responders acknowledged their companies had not adopted
security metrics specific to cost, inclusion, communication, innovation and development,
support, organization, or leadership. Cost involves finance, and without understanding the
financial implications of a data breach or the absence of security tools and personnel, a company
cannot financially brace against the potential consequences (Maroria, 2013). Inclusion and

communication require involvement from all parties within a company, and without the
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cooperation, there can be no understanding of constraints, risks, etc. for a company (Hirsch &
Ezengeard, 2008).

Innovation, development, support, organization and leadership adoption gaps are
summed-up to organizational culture (Orehek & Petric, 2020) and leadership (Green & Gupta,
2017). Previous research confirmed company leaders wanted to know where their companies
stood in regard to cybersecurity posture (Fish, 2020). There was nothing in the findings of this
research to indicate a lack of interest or buy-in from company leaders. Likewise, there was
nothing in the findings of this research to indicate the specific reasons for the gaps in adoption.
Research Question Two

Research question two focused on the construct of maturation, asking if there was a
statistically significant difference between using and not using security metrics in security
decision-making for a company. Test results suggested there was a significant difference (Ha2).
There is a gap in the various levels of maturity within companies’ security programs that do not
lend toward a measurable outcome of significance (Renaud et al., 2019). The very nature of
maturity is ambiguous and not clearly defined since it is tailored toward the specific ecosystems
of any given company and, therefore, difficult to quantify (You et al., 2018).

Analysis of metric types from both research questions indicated an average 74% of
respondents’ companies had adopted security metrics related to organizational culture and top
management support, information security policy and compliance, and security management
maturity. Of the companies that had adopted security metrics, only an average 23% were mature
with their adoption. Of the companies that had not adopted security metrics, an average of 60%

were planned, with an average of 40% not planned.
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An average 50% of survey responders acknowledged their companies were not mature
with their security metrics, specific to planning, specialization, qualification, empowerment,
compliance, meeting cadence, team decision-making, and culture and motivation. The gaps in
maturity are summed-up to overall company focus on their cybersecurity posture and ability to
improve their overall cybersecurity programs (Freund, 2019). Findings from this research
indicated no lack of interest from company leaders.

Ultimately, findings from this research study confirmed there are companies that do not
have security metrics in place with or without intent to adopt them, much less to mature them if
adopted. The findings do not quantifiably explain why. The findings do not quantifiably indicate
consequences.

Limitations of the Study

Results from the literature research revealed many problems and challenges facing
companies at each level within an organization regarding metrics reporting and analysis, but very
little research could explain how to resolve it. In many ways, existing research tended to focus on
the cause and the effect but not the fix for either. If there were proposed solutions for how to
resolve the challenges, most research focused on conceptual models and program improvement
recommendations but offered little in terms of practical application---operationalization of how
to realistically fix the problem.

Survey respondents were targeted for their leadership roles within their companies. It is
unknown how high up the leadership chain the survey actually reached as it was submitted via
points of contact at each company (either account representatives or human resources personnel).
Having a dedicated dataset from senior leadership might lend toward a different output regarding

the analysis if that specific sample group was focused on---perhaps, senior leadership responses
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might lean more toward the negative or the positive compared to lower-ranked survey
respondents.

The statistical analyses in this study did not support the literature research findings in one
area---the why behind the findings. Why was there a disparity between having and not having
security metrics? Why was there a gap between companies that had not adopted security metrics
and companies that planned to adopt them? With companies that did adopt security metrics, why
was there a gap between companies that had metrics partially adopted (not mature) and
companies that had metrics fully adopted (mature)?

Implications for Future Study

Existing research addressed the cause-and-effect aspects of having and not having
security metrics in place: inability to make security decisions (Choobineh et al., 2007), non-
compliance with regulatory entities (Diesch et al., 2020), not being state-of-the-art or mature
regarding security innovations (Carder, 2020), increased risk-threat likelihood (Zografopoulous
et al., 2021), and impact on productivity (National Institute of Standards and Technology, 2018).
Research also addressed root cause analysis regarding the consequences of not adopting security
metrics: lack of stakeholder communication (Hallberg et al., 2011), lack of understanding results
(Hirsch & Ezengeard, 2008), and deficits in tools and reporting capabilities (Flater, 2018).

The results of this study have implications for businesses, regardless of industry or
geographic location, deeming the importance of having security metrics in place versus not. This
study identified causal-comparative differences between groups regarding security metrics,
particularly in the adoption thereof and the decisions made (or not made) by companies.
Ultimately security metrics give visibility to security-related risks (Ferens, 2021). Risks lend

toward the likelihood of Mufioz et al. (2018) and impact on Cevallos et al. (2021) company. Risk



EVALUATING THE IMPACT OF METRIC-BASED SECURITY 111

mitigation becomes an essential goal for a company but cannot be attained without awareness of
the risks in the first place (Singgalen et al., 2021).

Although this quantitative research study focused on differences between groups, it is
likely a qualitative research approach (or mixed methods approach) will be necessary for future
research. A qualitative research approach is more likely to provide an explanation as to the
previous why questions, given its nature of finding more precise answers to more precise
questions (Lanka et al., 2021). Additionally, a suggested theoretical framework for future
research might include Socratic Questioning from the Socratic Method. The Socratic Method’s
approach toward questioning things can lead to possible answers (Barnes & Payette, 2017).
Summary

This quantitative study explained the differences between groups that adopted or did not
adopt security metrics and decision-making in a company. Of the companies that did adopt
security metrics, this study also explained the differences between groups that were mature as
opposed to those not mature in their adoption. This study explored whether or not there was a
significant difference between the adoption or non-adoption of security metrics and decision-
making; it investigated whether or not there was a significant difference between the maturity or
non-maturity of security metrics and decision-making. Results from the literature review defined
what security metrics are and explained the importance of having security metrics to include:

e adopting measuring numbers to understand what they represent (Kelvin, 1891);

¢ holding stakeholders accountable by collecting, analyzing, and reporting the data and

their performance results (Lennon, 2003);
e acknowledging a need to promote a cyber security culture and assess risk (Patrascu,

2019);
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helping organizations identify and measure the strengths and weaknesses of their
security controls, compliance, and the ability to recognize their security trends (Ngoc
& Doan, 2017);
e quantifying variables that can be weighted against a security framework (Georgiadou
et al., 2020);
e allowing security representatives to speak the same language of business decision-
makers and budget approvers (Ohlhausen et al., 2014);
e helping leaders have a grasp on their data footprint while having an understanding of
risk awareness of their data’s potential cyber exposure (Ferens, 2021).

The analyses supported the literature research findings in several aspects: the percentage
of companies that did not have security metrics in place (at 26%) indicated a 48% disparity from
companies that did (at 74%). The disparity could indirectly correlate to a higher risk likelihood
of a security incident and supported the literature research findings that company leadership does
not understand nor value the importance of having security metrics in place (Hallberg et al.,
2011). The gap between companies that adopted security metrics that were not mature (at 51%)
and companies that adopted security metrics that were mature (at 23%) was 28%, indicating
more companies have a need to improve what they have in place in order to be considered
“cutting edge” with their more progressive peers (Hodhod et al., 2019).

Ultimately, the results explained the effects of adopting metrics and how they help
leaders manage security budgets, speed-to-market, and delivery and understand security team
value and contribution. The results explained how adoption of metrics helps inform leaders on
where their company stands regarding overall security risk, security posture, security program

effectiveness and efficiency, and compliance with regulatory requirements. Consistency among
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the literature findings confirmed security metrics’ importance but also confirmed challenges in
gathering and producing meaningful results. Results included challenges in data collection,
source reporting, analysis, approach and buy-in, consistency availability and complexity,
resources, cost, and utilization, and churning meaningful results.

This research confirmed the following results:

e There are companies that have not yet adopted security metrics, increasing the risk
likelihood and impact of cyber-related attacks;

e Some companies plan to adopt security metrics with no specified timeline for
adoption, still increasing the risk likelihood and impact of cyber-related attacks;

e Some companies have adopted security metrics with varying degrees of maturity,
either partial, almost fully, or fully mature in their adoption and usage, decreasing the
risk likelihood and impact of cyber-related attacks.

Future research will help answer why security metrics adoption and maturation
challenges exist, perhaps revealed through root cause analysis, discovering a commonality
among them. Future research will also help answer the question as to why there are gaps in
company decisions to adopt much less mature security metrics. The results of this and future
studies could benefit companies, security professionals, leaders, and other researchers in helping
understand the importance and value of security metrics/tools and working toward alleviating

potential challenges in obtaining and analyzing the results.
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Appendix A
Tables
Table A
Descriptive Item Statistics

Item Statistics

Std.
Mean Deviation N

1. Pursuing the principle of efficiency in information 3.27 1.368 105
security — economy/cost optimization

2. Inclusion of information security in the planning of 3.12 1.276 105
organizational projects and changes

3. Leadership familiarity with security needs — direct 3.42 1.299 105
communication channels

4. Organizations’ innovativeness, excellence and 3.27 1.325 105
continuous development in the field of information

technology

5. Adequate staffing and financial support to 3.37 1.242 105
information security

6. Clearly defined organizational hierarchy and job 3.39 1.305 105
classification regarding management of organizational

security

7. Leadership involvement in information security 3.27 1.436 105
planning

8. Adoption of a formal information security policy 3.48 1.331 105
9. Continuous development and upgrading of 3.23 1.353 105
information security — control of risks and conformity

10. Regular management reviews and internal audits 3.27 1.469 105
11. Compliance with relevant legislation 3.50 1.442 105

12. Analysis of examples of information security best 3.29 1.269 105
practices — benchmarking
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13. Strategic and long-term planning of information 3.29 1.246 105
security — proactive approach

14. Development of information security as a business 3.26 1.338 105
function or special department/service within an

organization

15. Adequate personnel structure — recruitment of 3.37 1.443 105
qualified staff

16. Formal authority of security personnel — ability of 3.44 1.322 105
decision-making

17. Cooperation with other organizational authorities in ~ 3.32 1.424 105
information security planning

18. Regular vertical and horizontal security meetings 3.34 1.413 105
19. Team decision-making regarding management of 3.42 1.284 105
critical security risks

20. Management of employees’ security culture and 3.30 1.345 105
motivational activities
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Appendix B
Figures
Figure B1

Research Design Matrix

Full Research
Instrument | Questions | Constructs Likert Scale Hypothesis Testing Groups

Research Questions FI RQ1 |RQ2|C1|C2|C3|L1|L2|L3|L4|L5|H g1 Ha1 Hoz Haz | N/A|Not Adopted|Adopted | Not Mature | Mature
RQ1 Adoption: is there a statistically significant
difference between having and not having security x x| x x|x|x|x|x| x x x X
metrics in security decision making for a company?

RQ2 Maturation is there a statistically significant
difference between using and not using security metrics x X x x| x x x | x x x
in security decision making for a company?

Constructs FI RQ1 |RQ2|C1|C2|C3|L1|L2|L3|L4|L5|H g1 Ha1 Hoz Hao | N/A|Not Adopted|Adopted | Not Mature| Mature
1. Organizational Culture and Top Management Support|

. X x x|x|x|x|x| x| x x x x
(Adoption)
2. Information Security Policy and Compliance
. X x X|x|x|x|x| x| x % x X
(Adoption)
3. Security Management Maturity (Maturation) x X x x| x x x | x x x

Likert Scale FI RQI1 |RQ2|C1|C2(C3|L1|L2|13|14|L5|\H gy Hay Hoa Har | N/A|Not Adopted| Adopted| Not Mature | Mature
1 — measures in this area have not been adopted yet x x| x x x x x x
2 — measures in this area are planned X x| x X X X X X
3 — measures in this area have been partially adopted X x| x| x|[x X X X X X X
4 — measures in this area are almost fully adopted x x |x|x|=x X x X X x x
5 — measures in this area are fully activated and

. X x |x|x|x x x [ x| x X x
functioning properly

Hypotheses FI RQ1 |RQ2|C1|C2|C3|L1|L2|L3|L4|L5|H g1 Ha1 Hoz Hao |N/A|Not Adopted|Adopted| Not Mature| Mature
H ;1. There is no statistically significant difference
between having and not having security metrics in x X x|x|x|x x x x x x
security decion making for a company.

H 1. There is a statistically significant difference

between having and not having security metrics in X X x| x|=x|=x X X X X X

security decion making for a company.

H ;5. There is no statistically significant difference

between using and not using security metrics in security X x| X X X x X X X
decision making for a company.

H 5. There is a statistically significant difference

between using and not using security metrics in security X x| X X X X X X X
decision making for a company.

Theoretical Framework FL RQ1 |RQ2(C1|C2|C3|L1|L2(L3|L4|L5|Hpy Ha1 Hoz H a2 |N/A|Not Adopted| Adopted | Not Maure | Mature
Decision Theory X X |x|x|x|x|x|=x|x|[x] x X X X X X x X X
Stakeholder Theory X X | x|x|x|x|x|[x|x|x| x x x X x x x x x

Groups. FL RQ1 |RQ2|C1|C2|C3|L1|L2(L3|L4|L5|Hpy Ha1 Hoz H a2 | N/A|Not Adopted| Adopted | Not Mamre | Mature
Not Applicable (IN/A) X |x|x|x|x|x|=x|x|[x] x X X X X X x X X
Not Adopted X x| x X | x x x x x
Adopted X x| x x|x|x| x x x X
Not Mature x x x| x x x | x x
Mature x x x x x | x x

Statistical Tests FI RQ1 [RQ2|C1|C2[C3|L1|T2|L3|T4|L5|H gy Hay Hox Haz |N/A[Not Adopted| Adopted | Not Mature | Mature

Reliability
Crosbach's Alpha L = [ [ Talalalalalalalsl T [ [ [ 1 | \ |

Descriptive Statistics
Frequency x x x |x|x|x|x|x|x|x|x| x| x| =x|x|=x x x x x
Range X x | x |x|x|x|x|x|x|x|x| x| x| x| x|x x X x x
Standard Deviation x x X | x|x|x|x|x|x|x|x]| x x x x| 0% x x x x

Inferential Statistics
Normal Distribution X X x |x|x|x|x|x|x|x|x| x x x X | x x X x x
Differences in Means X X x |x|x|x|x|x|x|x|x]| x x x x | x x X x x
t-Tests X X x x| x| x| x| x x X x X

... applicable

145
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Figure B2

Construct One Instrument Questions 1 - 7

Security Survey for Organizations
(20 Questions)

Please assess to which extent your organization fulfills the criteria on the scale from 1to 5:
1 - measures in this area have not been adopted yet

2 - measures in this area are planned

3 - measures in this area have been partially adopted

4 - measures in this area are almost fully adopted
5 - measures in this area are fully activated and functioning properky

ORGANIZATIONAL CULTURE AND TOP MANAGEMENT SUPPORT

1. Pursuing the principle of efficiency in information security - economyfcost optimization

Not adopted yet Fully actvate dfunctioning

2. Indusion of infor mation security in the planning of organizational projects a nd changes
Not adopted yet Fully actvatedffunctioning

2 3 4 5

3. Leadership familiarity wit h security needs - direct communication channels

Not adopted yet Fully actvate dfunctioning

4. Organizations’ innovativeness, excellence and continuous development in the field of information tech nology
Not adopted yet Fully activatedffunctioning

2 3 4 5

5. Adequate staffing and financdal support to information security
Not adopted yet Fully activatedffunctioning

2 3 4 5

6. Clearly defined organizational hierarchyand job classification regarding management of organizational security
Not adopted yet Fully activated/functioning

2 3 4 5

7. Leadership involvement in information security planning
Not adopted yet Fully activated/functioning

2 3 4 5
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Figure B3

Construct Two Instrument Questions 8 - 12

INFORMATION SECURITY POLICY AND COMPLIANCE

8. Adoption of a formal information security policy

Mot adopted yet

9. Continuous development and upgrading of information security -

Mot adopted yet

10. Regular management reviews and internal audits

Mot adopted yet

11. Compliancewith relevant legislation

Mot adapted yet

Fully activated/functioning

4 5

control of risks and conformity
Fully activated/functioning

4 5

Fully activated/functioning

& 5

Fully activated/functioning

& 5

12. Analysis of exam ples of information security best practices - benchmarking

Mot adapted yet

Fully activated/functioning

& 5

147
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Figure B4

Construct Three Instrument Questions 13 - 20

SECURITY MANAGEMENT MATURITY

13. Strategic and long-term planningof information security - proactive approach
Mot adopted yet Fully activatedfunctioning

2 3 4 5

14. Developmentof information security as a business function or special department/service within an organization
Mot adopted yet Fully activated/ffunctioning

2 3 4 5

15. Adequate personnel structure- recruitmentof qualified staff
Mot adopted yet Fully activatedfunctioning

2 3 4 5

16. Formal authority of security personnel - ability of decision-making
Mot adopted yet Fully activated/ffunctioning

2 3 4 5

17. Cooperation with other organizational authorities in information security planning
Mot adopted yet Fully activatedfunctioning

1 2 3

.

5

18. Regular vertical and horizontal security meetings
Mot adopted yet Fully activatedfunctioning

1 2 3 4 5

15, Team decision-making regarding management of critical security risks
Mot adopted yet Fully activatedfunctioning

1 2 E] 4 5

20. Management of em ployees’ security cultureand motivational activities
Mot adopted yet Fully activatedfunctioning

1 2 3 4 5
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Appendix C
Consent Forms

Consent Form (for online survey)

The purpose of this research project is to identify security metrics capturing/reporting
mechanisms and their impact on a company---how the results (or the lack of results where none
exist) affect the decisions made by a company's leadership. This research study's results will only
be used for scholarly purposes.

This is a research project being conducted by Eric David (student) as part of a
dissertation PhD program at The University of the Cumberlands.

You were invited to participate in this research study/survey because you are a
professional in the information/cyber security sector. Your participation in this research study is
voluntary, confidential, and anonymous (name, email address, IP address, etc., will not be
collected). If you choose not to participate, you may withdraw at any time.

The online survey includes 10 questions that will take approximately 1 to 3 minutes to
complete.

Please contact edavid2573@ucumberlands.edu if you have any questions. This research
has been reviewed and approved by the University of the Cumberlands IRB in accordance to
IRB procedures.

ELECTRONIC CONSENT

Clicking on the "agree" button below indicates that you:

» have read and understand the above information

« voluntarily agree to participate

* are at least 18 years of age
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If you no longer wish to participate in this survey, you may decline by clicking the

"Disagree" button below. *

[ ] Agree [_] Disagree



EVALUATING THE IMPACT OF METRIC-BASED SECURITY 151

Appendix D
IRB Approval

Principal Investigator: Eric David

From: Institutional Review Board Subject: IRB Approved (#1297-0722) Project title:
Evaluating the Impact of Metric-based Security Tools on Company Performance and Decision-
making

Approval Date: 07/07/2022

Thank you for submitting your materials to the IRB office. The above referenced research
project has been reviewed by the University of the Cumberlands IRB and has been declared
exempt under 45 CFR 46.101(b). This approval is limited to the approved protocols described in
the application which have been reviewed as acceptable activities outlined by the Office of
Human Research Protections (HHS.org).

However, if there are changes to research project in the following areas, a modification
form must be submitted to the IRB office:

* Substantial change to recruitment materials or consent documents

« Change in the data collection process

* Change in the location of the study

* Change in key personnel

* Change in instrumentation

Principal investigators are responsible for ensuring that studies are conducted according
to university protocol. As a principal investigator, you have multiple responsibilities to the IRB,
the research subjects and the faculty partner. If you have questions, please feel free to email me

at IRB@ucumberlands.edu
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Please continue to work with your dissertation advisor as you proceed.
Sincerely,
IRB Office

Graduate School, Director of Research and Ethics University of the Cumberlands
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Appendix E
Instrument Approval
From: Prislan Kaja <Kaja.Prislan@fvv.uni-mb.si>
Sent: Saturday, October 30, 2021, 11:50 AM
To: Eric David <edavid2573@ucumberlands.edu>

Subject: Reply to RG message

CAUTION: This email originated from outside of the organization. Do not click links or open

attachments unless you recognize the sender and know the content is safe.

Dear Eric David.

First, I would link to thank you for the kind message and for showing interest in my research.

I believe that the research community should be open, and fellow researchers must support each
other; hence, you have my full permission to use and reference/cite the items/indicators from my
manuscript. | hope they will contribute to your survey. Based on our questionnaire and model,
we have also conducted further research among Slovenian enterprises to evaluate the state of
information security performance. Maybe these results are also helpful for your Ph.D. The
findings were published in another manuscript:

https://journals.plos.org/plosone/article/authors?id=10.1371/journal.pone.0238739

Based on the description, your dissertation will be interesting for my field of work, so | kindly

ask you to send me the result/manuscript when you finish your research.

I wish you all the success in your research! | am also available for any other additional

information you might need.


https://journals.plos.org/plosone/article/authors?id=10.1371/journal.pone.0238739
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Sincerely,

cid:image003.jpg@01D37B2B.F3B79020

Assist. prof. Kaja Prislan, Ph.D.

University of Maribor
Faculty of Criminal Justice and Security
Chair of Policing and Security Studies
Kotnikova 8, Ljubljana, Slovenia
kaja.prislan@fvv.uni-mb.si
+386 1 3008 348

Figure E1

Screen Capture from ResearchGate Message Center

Notifications

E o

Note. This figure captures the evidence of the message exchanged via

https://www.researchgate.net/messages/sent .

Hello, Dr. Prislan. My name is Eric David, and | am a PhD student at the University of the
Cumberlands (Kentucky, United States), majoring in Information Technology with a

concentration in Information Systems Security.


https://www.researchgate.net/messages/sent
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I am completing my dissertation on Evaluating the Impact of Metric-based Security Tools on
Company Performance and Decision-making. My research focuses on how security tools/metrics

(or the lack thereof) influence the decisions of company leaders.

During my research, | found your/Igor Bernik article, Measuring Information Security
Performance with 10 by 10 Model for Holistic State Evaluation, and found it to be quite
thorough and informative. | am writing to ask written permission to use 10 questions from your
instrument/questionnaire, ISPM 10x10M — Questionnaire for Organizations, in my dissertation.

Proper citation (statement of attribution, copyright, no sell or reuse statement) will be included.

My research is being chaired by Dr. Michael Peterson (michael.peterson@ucumberlands.edu).
The population will be information security professionals, with samples coming from

organizations at varying levels of leadership. The questionnaire will be anonymous.

If you have a specific statement of attribution that you would like for me to include, please
provide it in your response. At your request, | will send a copy of my completed research study
to you upon completion of the study and/or provide a hyperlink to the final manuscript. If you do
not control the copyright for these materials, | would appreciate any information you can provide

concerning the proper person or organization | should contact.

If these are acceptable terms and conditions, please indicate so by replying to me through e-mail

at edavid2573@ucumberlands.edu.
Sincerely,

Eric David


mailto:michael.peterson@ucumberlands.edu
mailto:edavid2573@ucumberlands.edu
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From: Bernik Igor <lgor.Bernik@fvv.uni-mb.si>

Sent: Friday, October 29, 2021, 7:13 AM

To: Eric David via ResearchGate <no-reply@researchgatemail.net>; Eric David

<edavid2573@ucumberlands.edu>

Cc: Michael Peterson <michael.peterson@ucumberlands.edu>

Subject: Re: Eric David sent you a message on ResearchGate

CAUTION: This email originated from outside of the organization. Do not click links or open

attachments unless you recognize the sender and know the content is safe.

Dear Eric,

We will be glad if you will use our Questions in your research.

I would be interested to see your finished dissertation and/or paper based on the PhD research. If
you are interesting [sic] in some conferences which we (co)organize, some with colegues [sic]

from US, let me know.

Igor Bernik

UM, FCJS

On 28 Oct 2021, at 22:48, Eric David via ResearchGate <no-

reply@researchgatemail.net<mailto:no-reply@researchgatemail.net>> wrote:

[ResearchGate]

Eric sent you a message with an attachment
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[Eric]

Figure E2

Screen Capture from ResearchGate Message Center

€ > 0 a

Notifications

n °T

Note. This figure captures the evidence of the message exchanged via

https://www.researchgate.net/messages/sent.

Hello, Dr. Bernik. My name is Eric David, and | am a PhD student at the University of the
Cumberlands (Kentucky, United States), majoring in Information Technology with a

concentration in Information Systems Security.

I am completing my dissertation on Evaluating the Impact of Metric-based Security Tools on
Company Performance and Decision-making. My research focuses on how security tools/metrics

(or the lack thereof) influence the decisions of company leaders.

During my research, | found your/Kaja Prislan article, Measuring Information Security
Performance with 10 by 10 Model for Holistic State Evaluation, and found it to be quite
thorough and informative. | am writing to ask written permission to use 10 questions from your
instrument/questionnaire, ISPM 10x10M — Questionnaire for Organizations, in my dissertation.

Proper citation (statement of attribution, copyright, no sell or reuse statement) will be included.
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My research is being chaired by Dr. Michael Peterson (michael.peterson@ucumberlands.edu).
The population will be information security professionals, with samples coming from

organizations at varying levels of leadership. The questionnaire will be anonymous.

If you have a specific statement of attribution that you would like for me to include, please
provide it in your response. At your request, I will send a copy of my completed research study
to you upon completion of the study and/or provide a hyperlink to the final manuscript. If you do
not control the copyright for these materials, | would appreciate any information you can provide

concerning the proper person or organization | should contact.

If these are acceptable terms and conditions, please indicate so by replying to me through e-mail

at edavid2573@ucumberlands.edu.
Sincerely,

Eric David



